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HoPB/A—2a0 D cXMLIZRIELT= DTD [, cXML.org MO AFETEET , SEIEHIELED cXML FFa AN
BEBHO DID TEEINTVWET, ChlE, —ED/N—H—CTEELRITZEAREIZT 51D, YA X&HE/ L= DTD
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PYBMYLET . TRTO XML H—N\—(F, SOV H I ava Y R— T DRENHYET, ThiT,. 7TV r—>
VDNV IUREEZETIO T, ZTNITEY XML B —N—DBEED IS4 T U DL AT ATHERARREICGYF
-g-o

ZDOSUHHLavlE, ProfileRequest KU ProfileResponse &LV 2 DDRF 1AV THEBRINET . 2D
2DODRFAANEFHAEDLETHERAL., YR—rF 5 XML N—=23 RS0 Y30 BEUENLDRS UYL
AVITHTBATavEEOY—N—HEEERRLET,

ij¥Ee
CXML1L1IUBDITARTOY—/N\—[E. TAT7AILLSo T o a2 HFITRTRIERYFEE A,

ProfileRequest

ZD ProfileRequest FFAAVMIFIAUTUYNHYEL A CORF1AVME, XML H—/N\—ZZDFEFIL—T
AVTEINET,

ProfileResponse

H—/\—[&. ProfileResponse F¥a AU MEFERALTIEELFET , ProfileResponse FFa AU M, cXML H—/3
— N IR—bF BRI T as FOFTER (URL), BEIEESIN A T3 EXFFITRBLET

27 HY—ERRREGE

BIESN Tz XML £21FF1H71= URL 5. R3RE3—F 200 %D Response AMER SN T, RIEShFEFT HTTP GET
NY—ERYAMIELNDE, H—E R FBIMIER SN =F %% cXML Response KX 1AV R CRELET —E
Z®D HTTP URL 1%, cXML Request KFa AV MERIETENIXECTHLATEETT .

28 XMLI1—741Y)7T«

XML 77 IV ERELTRIET A=D1 —T1)T«lE. Web L CEEF-THETAFTEES . UTEF. ChblK
DIDLI—TA)TAIZDOWTERBALI=ED T,

cXML DR
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* Internet Explorer (Microsoft #t&)DTD Z{#E AL T XML 77 (L DR LM EZ R T HEMNTED XML D
Web 754,
www.microsoft.com/windows/ie/default.htm

* Turbo XML (TIBCO Software &) CE: ZFEE)XML BEZTIER. BiE. £, BLUEETL-ODOHMESHAKIR
# (IDE),
www.tibco.com/software/metadata/turboxml.jsp

* XML Spy (Altova #t &) GE: EE)T UK, V=R BLUVIT SV T RREEEEZHEZ . DTD & XML 7741 LERSF
TBHEHDY—IL,
www.altova.com

e XMLwriter (Wattle Software #t#4) G¥: HE)XML F7OC /M EE BT A1-OIZHRETEN-T5T4HIL XML A
—HI Y=,
www.xmlwriter.net

ZFOIEMNZ. LITD Web HARZlE, SSI2ZLD XML Y— LA —BER RSN TOET CE: EE),

e  www.xml.com

* http:/www.ibm.com/developerworks/xml/

cXML
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3 cXMLOEXK

ZDEHLaVTIE. XML OEARTAR I ET—ETA—TYMNZIDT
AV DEREICHELGIFERNBEEHINTOET,

TOrL DR [18 R—]
ERER[43~—]

REALEY , COEICF, TRTOMNUFIY

31 Jora/loitik

cXML b3 93 avIZlE, Request/Response ET JLE One-Way ETILD 2 DDBEEETILAHYET, This 2
DOETIVFEESBREICERSN TV RREBFZITITAFT . KRITEL>TX 1 DDETILTHIS TERL
BERHD=O. MADETILABELLZYET,

3.1.1 Request/Response E£7 /L

Request/Response FSoH oS30 (d, HTTP £ HTTPS i TOAHEITTEET ., UTORIL, #8# A &£ B O
[281+% Request/Response b9 30 OxtFEDFIEERLTLVET

Hrh A 1+ B

cXML E35& (HTTP/HTTPS Post)

B 7HEF
FEiT

cXML & (HTTP/HTTPS Response)

5: Request/Response Sy H4H4 3y

CONSUYILAVE UTOFIETRESNET,

1L Y4FAIX. HAEBDOTRLRELTIHRESN TS URLEZSEBLT, Y/ B &D HTTP/1Lx EiGERIBLES,

2. YAk AIE, POST #24EZ4TLN XML FF AV ME HTTP iR B TEELET . TDE YA~ A (X, Response
FHLRYET,

cXML D fER
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3. Y4B ®D HTTP/Lx DY —/—(&, FIE 1 TSEINIz URL ARTUY—XIZHTTP Request ZEELFE
o ZDYY—RIE, CGl TRATSLB ASP R—UIEET, YA+ B D HTTP H—N—HA B TEL /G R
—UMERICEETIRENHYET,

4. FE 3 THEINSNI=HALB DJ)Y—RI[E, cXML FF 1AV FDORBEHRAEY ., D Request ZFEHTG/N\URS
[TIYEVYLET,

5. cXML Request IZRET B H A B D/N\URS(E, ZD Request [T TIHIEFITLY, cXML Response R4

UbEERLET,

HABIE. FIE1 THEILLIz HTTP ##IZ&Y. cXML Response EH Ak A IZEIELET,

H Ak A, cXML Response ZixAHHY . Request ZRIELF=TOERIZZFD Request #FIRLET,

HANAIEL, FIE]1 CHIIL- HTTP EHKEZUIBLET .

© N o

EBIZ Request/Response YAV EHRITTRHEIE. COTOERAMNBYREINET,
LERFIEDFEZEHMILT =0, cXML EF2AVMEIRD 2 DDE R IZHBISNET,

* Header - PRLRIEE LBFIFHRTHEBAINET,
* Request Ffzlf Response T—42 - FEDERFILIEE . BLUPYRYSNDEFRNEENET

CNHDER (element) DEHEDL BIVAO—TERICANTERESINET  ROHIIF, cXML Request FFa 4
FOEEZRLTVET,

<cXML>
<Header>
Header information
</Header>
<Request>
Request information
</Request>
</cXML>

ROFIE, cXML Response FF1AVFDEEZRLTULET,

<cXML>
<Response>
Response information
</Response>
</cXML>

Response HBETIE, Header ERMNFREINFEE A, Response [EFEIZ Request ERLC HTTP i TEIESN51=
H. INEBEHYFEEA,

3.1.2 cXML Zif2

XML Tl BREZFERAL T ERDEDRARF 2 AU TOTANTAICH B2 DEEZFRBLET . &2 1E.
INFERTHLHEM., TRETH. ETERSNDLIBEE . BERE. FERNDELEROCEN O FERFOM
FRLEBRTEET,

Fl= XML [EBHEFEALT. ERDEEPLPHABTDRBETVET,

BERCPRMEDAFN CRAXFENXFRRF SN, BRIDPTRIAXFEEALTEDZRYIY, N(TUXERALE
Bh, BRBFIAXFTHEY. BERBIXNXFTHREVET LA ROKIITBYES,

FEH:Sender, Credential, Payment, ItemDetail E'E:payloadID, lineNumber, domain

cXML
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DATIRBVEROABRHNZEDZE (null DIFHR). EREARZHIRLET . ChF ZOEROEAXFOERL—
BON—Y—EZEBEREITENLHZ-HTY,

DTD Z7AIUEELY XML FFa AV RTIE, MUY a0 ATHIRT A ERDEKZRT LB ERSNET M+
T ZOERMNIELUEHRTHIELERL. PIEZDERNORAIFLXIBEHIRT HEERL. FIFEOERA
OB EHBETHILEERLET .

3.1.3 cXML koA b

cXML BRI XML FF 1AV MDRTATY o UTIS RFaAUPDEBERDOHIERLES

<?xml version='1.0' encoding='UTF-8'?>
<!DOCTYPE cXML SYSTEM "http://xml.cxml.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML xml:lang="en-US"
payloadID="1234567.4567.5678@buyer.com"
timestamp="2002-01-09T01:36:05-08:00">

CXML RF AV RDBRIDXFIE., <? F=lE <! THRITFNIERYFER A B AV IETEEAXFRITTHO L&
TEFBA 2EAIE HTML 4 —LA® PunchOutOrderMessage RF 1AV RTIE, RO DB AFFEE LA YD
IIXFFEHRATHILIETEE LA,

XML RFaAb? 2 7BIZ(E, DOCTYPE XEREEZANDIBENHYET . L XML FF AV TRET
PHE—DHEBIUTATA4TYT . CDTIE XML D DTD 25 BLET,

CXML RFa AL, REFGLANILDEFRTHS cXML, Supplier, Contract, $KU Index, cxML BEx(E, [k
SoY AV T—ADEGEEITERALET ZT0MD 3 DDEFRTIL, NG TUoVERRLET,

ESPEN RS

cXML DTD [14 R—]

314 SyEVTLAY

CXML FFaAUME BEF HTTP AvS —%#H5 HTTP 2FERLTEESNET, 2D HTTP AYSF —TIE.,
text/xml &LV MIME (Multipurpose Internet Mail Extensions) A T4 724 FE&EEL. E5[Z cXML FFa A +D
I2a—RAKETY charset INTA—EFIRELET,

HTTP X 8 EVh I —>ThHh D1z, ZIEN—HY—[Zk > THR—FENBEEDXFILI—FH base6d ¥
quoted-printable & @ content-transfer encoding ZEEB T ITERATEFE T, TTDH XML /3—H—I[& US-

ASCII &L R TD Unicode XFEMA-TLVS UTF-8 (Universal Transformation Format) AMD I a—KR%HR
—rLTWET, ZDT8. XML FF 1AV ERBRIE T BIHE . 77/ 7—2avTIE UTF-8 £EALTZELY,

i3

IETF RFC2376 MI XML Media TypeslZHLY, MIME D charset /8A5A—42(E XML EE CHEESNhf=T>a—F
FYBBESNFT, 5T, text/zxml ATATEATDBENDI IA—FRIE us-ascii THY. XML EHDE

cXML DR
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433 ETHRALNTLSKIICUTF-8 TIEHYFEE A, BAHEIZT 57012, cXML RF2 AV D XML EE TIZEA
REIICI a—RARFRELRLTLEEWD, MIME ToARA—TFTIX, text/xml. DIHFA. WYL charset /854
—SEFEATIBENHYET , £1=. application/sxml A4 T4 FEATEFEATEET  COATATE2AFTTIE XML
BEENBEIN., FZEBAUDOTI—RICEEELEFE A, SHICTDATATEALTTlE charset /135 A—43I5E
TOAMERFHYEE A,

CXML FFa AU kD HTTP ZFEICIE. XD MIME £ HTTP AvE—E&FENET,

POST /cXML HTTP/1.0

Content-type: text/xml; charset="UTF-8"

Content-length: 1862

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
User-Agent: Javal.l

Host: localhost:8080

Connection: Keep-Alive

<?xml version="1.0" encoding="UTF-8"?2>

315 #HHI77M4IL

XML ZaraL TR EEDEATDNEIT7AIVE XML RFaAUMIRTTHIENTEET  =EA R /(v —
MENXZEORNBERIEICTS=012, #HREAE, M\, F=EX FAXZRHFTIEELHYET, DFHIELT,. A2 D
7AIWEHRFMNT S catalogUploadRequest RF AV HYFET,

CXML RFaAURTESBEND T7MILIK, RIEBENT I ERA GG Y —/N\—EIZELD, F=IE XMLEF AV RE S
PECIURO—TITANDTENTEET XML FFX 2 AU MIHET7AIILERMALT LI D2OIUARO—F(2F BIC
1%, MIME (Multipurpose Internet Mail Extensions) ##HL#Ed . cXML FFaAVMIIE, < ILF /83—~ MIME TR
A—JTREEINDINE/ A~ ~DSBNEENET,

REAT7AIVEEDD

ZDIAA—T(ZxF B cXML DHEEH (IETF RFC 2046 M Multipurpose Internet Mail Extensions Part Two:
Media Types I THE) &ELT. Content-ID AYA —MRG T 7ML EIZRETT,

cXML THET S URL [F, cid: THIATIRENHYET . CHIFLYVKRELEETHRAT7MILESRT H5=0D
BAIFTY . cid: BBIFIF. EESNBIRF2AVMNEED MIMEZEED 1 /83— 1 2D HA) @ Content-ID Ay&—&
—HBLTWVETNEEEYEE A,

ROBE, JPEG EEZE R T HHED XML RF 1AV MIBBELRRTIIVAERLET (FZLERD HTTP Avd—
FEATOEEA),

POST /cXML HTTP/1.0

Content-type: multipart/mixed; boundary=something unique
--something unique

Content-type: text/xml; charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<Attachment>
<URL>cid:uniqueCID@sender.com</URL>
</Attachment>
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--something unique
Content-type: image/jpeg
Content-ID: <uniqueCID@sender.com>

--something unique--

EBIT, ZORTILEUIZIE, 2E MIME /IX—H—TUIESTINENHIT R TDIONEENTIVET , RFC 2387 D
[The MIME Multipart/Related Content-typel CIRESN TWBAT AT AL T FERTEH7 TV r—avid,. ZORYT
IR DABREIRET B EIZES T, KYZLDEHREMBTEET,

POST /cXML HTTP/1.0

Content-type: multipart/related; boundary=something unique;
type="text/xml"; start=<uniqueMainCID@sender.com>

--something unique

Content-type: text/xml; charset="UTF-8"

Content-ID: <uniqueMainCID@sender.com>

<?xml version="1.0" encoding="UTF-8"?>

<Attachment>
<URL>cid:uniqueAttachmentCID@sender.com</URL>
</Attachment>

--something unique
Content-type: image/jpeg
Content-ID: <uniqueAttachmentCID@sender.com>

--something unique--

multipart/related A TATRATEEFRTELNZIE MIME /S\—H—(X, LED 2 DD HZRIERICANIEST ZHE
MNHYET . MIME E53% DK/ S—k < Content-transfer-encoding #BMIL T, #D I a—KREFEATHIELTEE
T HTTPERZEICIE, COEBMIEIBHEHYEE A, cXML FORIJLTIE, Content-description AwA —& Content-
disposition ANYF—DEREIFEETIT M. CNoDAVT —Z2FATIHEXEDFRMEZEDHIENTEET,

Attachment 04

ROFE, HBOS%EHRFT S catalogUploadRequest ZRLET,

POST /cXML HTTP/1.0
Content-type: multipart/related; boundary=kdflkajfdksadjfk;
type="text/xml"; start="<partl.PC028.975@saturn.workchairs.com>"
<--! begin first MIME body part header -->
--kdflkajfdksadjfk
Content-type: text/xml; charset=UTF-8
Content-ID: <partl.PC028.975@saturn.workchairs.com>
<--! end first MIME body part header -->
<?xml version="1.0" encoding="UTF-8"?2>
<!IDOCTYPE cXML SYSTEM "http://xml.cxml.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML timestamp="2000-12-28T16:56:03-08:00" payloadID="12345666@10.10.83.39">
<Header>
<From>
<Credential domain="DUNS">
<Identity>123456789</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
</Credential>
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</To>
<Sender>
<Credential domain="DUNS">
<Identity>123456789</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
</Sender>
</Header>
<Request>
<CatalogUploadRequest operation="new">
<CatalogName xml:lang="en">Winter Prices</CatalogName>
<Description xml:lang="en">premiere-level prices</Description>

<Attachment>
<!-- ID of MIME attachment follows -->
<URL>cid:part2.PC028.975@saturn.workchairs.com</URL>
</Attachment>
</CatalogUploadRequest>
</Request>
</cXML>
<--! begin second MIME body part header -->

--kdflkajfdksadjfk

Content-type: text/plain; charset=US-ASCII

Content-Disposition: attachment; filename=PremiereCatalog.cif

Content-ID: <part2.PC028.975@saturn.workchairs.com>

Content-length: 364

<--! end second MIME body part header -->

CIF I V3.0

LOADMODE: F

CODEFORMAT: UNSPSC

CURRENCY: USD

SUPPLIERID DOMAIN: DUNS

ITEMCOUNT: 3

TIMESTAMP: 2001-01-15 15:25:04

DATA

942888710, 34A11,C11, "Eames Chair",11116767,400.00,EA,3,"Fast MFG",,,400.00
942888710,56A12,C12,"Eames Ottoman",11116767,100.00,EA,3,"Fast MFG",,,100.00
942888710,78A13,C13, "Folding Chair",11116767,25.95,EA,3, "Fast MFG",,,25.95
ENDOFDATA

<!-- MIME trailer follows -->

--kdflkajfdksadjfk--

Content-ID Ffzl& Content-Type AYA—R®D ID [ZUAva (<>) THA#ET, =7ZL. URL BEEATID SR
THHEEIE. CNEDAYIEERLET, T, URL BERHWNTAYE— ID DFINIC cid: ZFmMLES, =7ZL. MIME
AYHE—RTIHAMLERE A,

cid: URL M%FFEIXF(L, 16 #EI—F (3hh T4+ —T V) [TTIRENHYET

THRALT7A)L, PDF, B4 EE cXML RFAVMIRMAT 556 (. attachnent BRZFEALET, (EHD
CXML RFaAVMERT T DHEEE, cxMLattachment ZEALET 0 cXML RF AV MIESITHAFT7AILA
EFENIMNEINTEAGRHYFER A, cxMLAttachment BRI HAT7MILERET 512HITEBMD cXML LEAH
WHETHIIELEZIEVATLITEMLET,

ROBIE, cxMLAttachment ZFERALTI7AILERLIz cXML FF 1AV MEEREX T S CopyRequest ZRLE
ER

Content-Type: Multipart/Related; boundary=outer-boundary

[Other headers]

--outer-boundary

Content-Type: text/xml; charset=UTF-8

Content-ID: <lll@sendercompany.com>

[Other headers]

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE cXML SYSTEM "http://xml.cxml.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML payloadID="123@sendercompany.com"
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timestamp="2003-11-20T23:59:45-07:00">
<Header>
<From>
<!-- Sender -->
<Credential domain="AribaNetworkUserId">
<Identity>sender@sendercompany.com</Identity>

</Credential>
</From>
<To>

<!-- Recipient -->

<Credential domain="AribaNetworkUserId">
<Identity>recipient@recipientcompany.com</Identity>
</Credential>
</To>
<Sender>
<!-- Sender -->
<Credential domain="AribaNetworkUserId">
<Identity>sender@sendercompany.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Sender Application 1.0</UserAgent>
</Sender>
</Header>
<Request deploymentMode="production">
<CopyRequest>
<cXMLAttachment>
<Attachment>
<URL>cid:222@sendercompany.com</URL>
</Attachment>
</cXMLAttachment>
</CopyRequest>
</Request>
</cXML>
--outer-boundary
Content-Type: Multipart/Related; boundary=inner-boundary
Content-ID: <222@sendercompany.com>
[Other headers]
—--inner-boundary
Content-Type: text/xml; charset=UTF-8
Content-ID: <333@sendercompany.com>
[Other headers]
[Forwarded cXML]
—--inner-boundary
[Attachment 1 of the forwarded cXML]
--inner-boundary
[Attachment 2 of the forwarded cXML]
—--inner-boundary--
--outer-boundary--

MIME Oz #BiE#R

MIME fR#EDFEMIC DL TIEL, RD Web YA ESHRL TZELY,

*  www.hunnysoft.com/mime
*  www.ietf.org/rfc1341.txt

¢ www.ietf.org/rfc/rfc2046.txt
¢ www.ietf.org/rfc/rfc2387.txt
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3.16 cXML ToRO—7J

cXML BRIX XML FF AV DI —FERT,. TOMDITRTCOERIFCOFRTEERLET , cxML BRI, T
D XML b9V TEESNE T, RIZ, cxML BZOELBHIERLET,

<cXML xml:lang="en-UsS"
payloadID=1234567.4567.5678@buyer.com
timestamp="1999-03-31T18:39:09-08:00">

CcXML [ZIXFRDBELHYET

Bt Bl
version COREMEE. cXML1.2.007 LIEDN—23 0 TIEHRINTOER A FHRD XML R 4>
(FEHE ) FCIXERALAGLTZELY,
XML ZAILDN—D3VFRELET  BRAE1TI XML /A—H—%, S8t d DTD Ais/N
—DavEHEERTEEY,
CDN—23VFEZ L XML FF2ARD SYSTEM BRI FIZE RTINSO, CORBEMEEER
LAaLhTLrEELy,
xml:lang COHIFERIE, COFFIAVPTEESNEITRATOTY—TFACERSIIET ., REEFL
Bl—. F T B L O ER CTHECRREITOTIZE, FzEZE, Request DF T
xml:lang="en-UK” #EELIIF1F7 > &, Response ELT “en” T—42%Z{ELE
¥, LBARCTHEL TELMIBIEREIEEL TZELY,
payloadID HERLT=, FEREARELIRF AU MERET 500X B THERSN S, AR—
(057E) REBMICET 52— BORT. COBEEELTERTLAL TR,
ROFIBRETHELES,
datetime.process id.random number@hostname
timestamp Ayt—UAEESNI-BFERZ, ISO 8601 74— yhTitibehZxzd, COEEZLEELTE
(7R) TGO TS,

TH—YME, YYYY-MM-DDThh:mm:ss-hh:mm &%YFE 9 (2015-07-14T719:20:30+01:00 %
E)o

signatureVersion

BETHEEICIE RX AN EFEBEMNETHIILETRLET  CORFIAVMIIF,
Request, Response. Ffzl& Message BEROERICHEM ds: Signature A1 DL
EEESNTVET . COBKDOENLREL 10 DHTT . TDMDEITFEDFERICHATT
I TLET,

ESPEALE

XML BFE4 [55 X—]

cXML O fEF
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3.1.6.1 xml:lang TiEE I s EER

xml:lang BHEIX. (FEAEDT)—TFALER (Description A2 Comments &) TIEETEET , XML {8 T
. HAERICHIBFERAIEESNTOEWNGES . HERICIEESN - HBERNZTOERDEE DOMIBIEREGYE
TH. COKIIILTRF AV —DBRRET>CTREDELTRET HEMEMNMETLET . XML TIE. HFIETR
A FEZNICEAET HIXFINELLITRIFTHLIILFET . RULABTHE L TEHRMOMIGIERE . CORBEMEIC
FEEL T ZALY,

CXMLT7BAPILOSESFHERTIEETED xnl: lang BIEE. FS. BB LUBLHEEDT+—T Vb EHT—
AL EEEZFE A RIED timestamp BIHETIHBAT HEL5IC, timestamp BHEICELTIE. ZNENDEIET
—BALT RS> TITH—IVbENFET, IOV RBICERELTOVEVLRWVLXFS (BLUSEINSD Web R—2) [
1E.ELIZH S xml : lang BHEIC—HT S EE OREF - (EHEAI+r—< v EREINLIEEAHYET .

3162 Hff.BABLVZEOMDT—2514T

timestamp BHEE. XML NIZHEZ DT RTH BT EFEZIIL, 1ISO 8601 THIRSNI=H TV TIH—TUbE
NEFNIEZYER A, ZOTEHRIE. TWord Wide Web Consortium (W3C) Noteld I Date and Time Format J(Z523ik
ShTHY. www.w3.org/TR/NOTE-datetime-970915.htm| TAFTEET,

timestamp [Z[&, DEKELTELGHRADBRELVEF., 2. WNEFNTODRENHYETT . B O/NEERDERTE [F
FETY . COTOPILTR UTC (BEMFER, U=y BERELTLHbNET) ZEELL-FEH CH R
ERIDENHYVES [ZIFMHHEANFIIERTEEE A

fzEZI1E.2015-04-14T13:36:00-08:00 [, KEKRFFIZERFOAEF2015F 4 A 14 BF % 1836 21T
Lij—o

i¥i

timestamp BEIE cXML DTD TWHETE M {EDT+—IVEDRIEE T Ty —Lav ITKFELET .

cXML CERT 2B M. 8%l BLUZDMDT =224 TDIT+—< BT 23MERIE. ROV A TSHBTEE
_d_o
*  Microsoft £ XML Data Types Reference: msdn.microsoft.com/library/default.asp?url=/library/en-us/
xmisdk/html/b24aafc2-bflb-4702-bflc-b7ae3597eb0c.asp

*  W3C (Word Wide Web Consortium) IZxt9 % XML T—22EDFEZE: www.w3c.org/TR/1998/NOTE-XML-
data-0105

3163 HHEXF

CXML TlE XML ERIFRIZ. TRTOXFENF—R—FENSANTEDDL T TIEHYFER A, EAEBHB/EZTLS (R)
BERINIZHZYULET, T, EZAE < P & XML TREJGEKRERLGET ., ChHDXFIX, XFEIVTA4TA
FFERALTIVI—FRI2RERHYFET,

XML Tl ROBHRAAXFIUTATABERSNATVET,
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http://www.w3c.org/TR/1998/NOTE-XML-data-0105

IVTATA XF

&lt; <
&gt; >
&amp; &
&quot; w
&apos; A

HEATAHIUI—FUNDOXFICELTIE, Sv—T8E (#) [T TEDOXFD Unicode FE (10 EHFT-13 16 #
B)EEALET . EAE s#xaE; BLU s#174; &, BHEEERS (R) £RLFET,

RIZHIZERLET,

<Description xml:lang="en-US">The best prices for software®</Description>

&, ROESIZToa—KLET,

<Description xml:lang="en-US">The best prices for software &#174;</Description>

—E5IAF () FEZEIRF () NRRENHTHEASATEY. TORRENILOSIAFTEHENR TS
B BEEOFTHEASNTVWSEIARKE. IRT—TIILEAHYET . BHBEOHRISSIAFNEENIEE. R
HE—ESIRAFOAEEALTHTCEEHELES,

31631 FFaAUMIBITEHHRXFDINE

1 BHEORYYXFELT—ESRAFOAEFEALTWSTYIL—rEFERALET,
2. ROVWTNIMN1DEEFTLT. ZOTUTL—MEZEMLET,

* R¥aAVkh, exml-urlencoded IEL 74— ILRIZ&>TERES NIz PunchOutOrderMessage THDHHA.
US-ASCIl Toa—FR#FERALTTYIL—HIEZAHALET, COIO—RTlE, TVa—RTELGVTART
DXFITHLT XML XFEITATA4EERALET, XL BEHFEIZERS (°) [£. US-ASCI TlEHHR—+
SNTULVEWN 8, s#174; EAALET,

* ZNRUNDHZEIL UTF-8 Toa—F#ERALTRF AU MDIEZAALET HTTP Post ICKYUEEEIES
Ni=RF AU, FizlE cXML-basebd [EL 74— ILRIZEOAENTFF A DTRTT. UTF-8 Z#FERAL
F9,UTF-8IZ1&, US-ASCII A—FMNFRTEENTLVET,

3. cXML RFaAVMERKBFIC. XML TREBELEROABREIRT—TLET, TRT—TFTEBLENHDIXFIE.
& ' <. BLU>TY,
PunchOutOrderMessage FF 1AV NEERIET HIHFHE. ROFIEALDLETT,

4. TSOYNERTIITRTOXFIZDONT, ROZEITEELTLESLY,

e cxml-urlencoded BBLIZ4—ILREFERLTWSIGEE. TN TOZESIAMNE o#34; ITEHBLET,

* X[ (exml-urlencoded 74— ILEDIHE) HTML TESHRILTF AL TREREIN TLEITRTOT /Y
UR%E. samp; [TEBLTIEZEN, REFHT DI TRTOT NG URFEIRF—TLTENFEVFER A,
F=EZIE 7URHUR (&) & samp; ELTIRT—T L, PRRMED 1 () I& sapos; ELTIRT—TLE
T BREZERLS (°) (L s#174; ELTIRT—TLET,

* TS DIZE T, cxml-basebd ELITA—ILFEFERALTLSIHEE . cXML FEFa AV MEKRIZH LT base64
I oa—FAREERALET.
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5. XFEHNE_ESIABFTHAT. KX AURE HTML 74— AICEOAAES  FEAIE EA 0 " rgs>>n
T.BHEOEMN e """a<>> D Money BREEETDHIHE . XML FF AV MERD LSIZHYET,

<?xml version='1.0' encoding='UTF-8'?>

<!DOCTYPE Money SYSTEM 'SpecialChars.dtd'>

<Money alternateAmount='&#174; &#xAE; &apos; "&#34; &quot; &amp; 1t; &gt; &gt; '>
&#174; &#xXAE; &apos; "&#34; &quot; &amp; 1t; &gt; &gt; </Money>

NIE. RO KSIZToa—FLTLIEELY,

<!-- Recommendation for cXML-urlencoding: Uses double quotes to delimit the -->
<!-- field value and single quotes for the contained attributes. -->

<Input type="Hidden" name="cXML-urlencoded" value="<?xml version='1.0"
encoding='UTF-8"'?>

<!DOCTYPE Money SYSTEM 'SpecialChars.dtd'>

<Money
alternateAmount="'MoneyalternateAmount="&amp; #174; &amp; #xAE; &amp; apos; &#34; &amp; #3
4;

&amp; quot; &amp; amp; &amp; 1t;>&amp; gt; '>&amp; #174; samp; #xAE; ' &amp; apos;

&#34; samp; #34; &amp; quot; &amp; amp; &amp; 1t; &amp; gt; &amp; gt; '</Money>">

<!-- Best choice: Base64 encode the value. Don't have to worry about what -->
<!-- the browser interprets. -->

<Input type="Hidden" name="cXML-
base64"value="PD94bWwgdmVyc21vbjOnMS4wJyBlbmNvZGluZz0nVVRGLTgnPz4K
PCFETONUWVBFIE1vbmV5IFNZUIRFTSANU3B1Y21hbENoYXJzLmROZCc+CjxNb
251eSBhbHR1cm5hdGVBbWI1bnQ9JyYiMTc00yYeEFFOyZhcG9z0yImI zM0OyZxd
WIO00yZhbXA7IJmx00z4mZ3Q7Jz4KJiMxNzQ7JiN4QUU7JIyZhcG9z0yImIzMOOyZx
dW900yZhbXA7Imx00z4mZ3Q7PCONb251eT4K" >

LEEDHIL, cXML-urlencoded Z4—ILREIVaA—RT BRI DHETT , ZZTIE XML A, WAYABEDULDOHD
XFEEZIRAT—TLIENESIZLTWET A, Thld XML TOEHZNEBENSHITTIEHYFEE A, BIEEDFIEEZERE
EHTDHE RDEHE HTML Z0—ILRIZRYET,

<Input type="Hidden" name="cXML-urlencoded" value="<?xml version='1.0'
encoding='UTF-8"'7?>

<!DOCTYPE Money SYSTEM 'SpecialChars.dtd'>

<Money alternateAmount="'&#174;&#174; &apos;"""

samp; &1t; &gt; &gt; '>&#174; &#174; ' '"""

&amp; &1t; &gt; &gt; </Money>">

FE . RDESHE XML FFaAUMMIBRYES,

<?xml version='1.0' encoding='UTF-8'?>

<!DOCTYPE Money SYSTEM 'SpecialChars.dtd'>

<Money alternateAmount='&#174;&#174; &apos;"""&amp; &1t; &gt; &gt; '>
&#174;&#174; """ "samp; &1t; &gt; &gt;</Money>

3.1.7 Header

Header BRI, PRURIEE ERIIE R THBINET . cXML AytE—CDARTAIZHED Request Fi=(E
Response A5 DB EH. Header BRIFRALTT , 7V —avIEBHEED ID FHRNABETT A, ID 1FHROA
BMNELLOEIODRIEIZITOER Ao

ROFIE, Header BRERLTULET,

<Header>
<From>
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<Credential domain="AribaNetworkUserId">
<Identity>admin@acme.com</Identity>
</Credential>
</From>
<To>
<Credential domain="DUNS">
<Identity>012345678</Identity>
</Credential>
</To>
<Sender>
<Credential domain="AribaNetworkUserId">
<Identity>sysadmin@buyer.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Network Hub 1.1</UserAgent>
</Sender>
</Header>

From Bk & To BEIL, SMTP A—JLAvtE—2® From & To ERETY . b, Avt—C DREMGFIETES
5 TY, Sender BEXRICEET HIERIT. HTTP EHEEBHIBL T XML FX AU MEEET HMEBEITATT,

Sender BXFIZ[X Credential ERNEFNTHY. COEREFEALT. ZEB TR EBZLZRIALET, COREA
EIE, ARBICEDTOANREDT=ODAVIZRAN I FYERELE T2, BARRHEEAREIZLET . R EEIL.
ZEERNRTLA—Y—RBENRT—REEHTHLE T, Requests #FRITTEET,

RFEX 1AM RIIEIESN DX Sender & From [XR—D#EEZRLTLET A, cXML FF AV ARy LT —
IGNTH#RABLTERESN DL, Sender BERIIEFIN, ZIELEERIOMBERBERT KSITHYET,

3171 From

ZODEHRIL. cXML Request DRIETEHFILET,

3172 ET950#E

ZOEEIL. cXML Request MIBEEHFILET

3173 *E&E

CHOERICEHOT. ZEFAIIHTTP EHEEHBLI-BFEHANLCRILET . RIEBAIEEEDERELRIATS
WENRHD=H. COBERNTIE, From EFf=lE To BERDIGELYVERALEIMAEFIFD Credential EXRFHEH
LE?_O
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3174 UserAgent

cXML THEEF1TD UserAgent &R T . THFAMXFIHTYT , COXFIX, BRI EICEFIZTI2HELHY . ATEE
THNIEN—23 0 ZEICHEFICLTZEW INIE HTTP O UserAgent [TFELILTLVET,

3.1.75 Credential

COERICIE, BAELRIEEEELET,
Credential [ZIZRDEELHYET .

Bt Bk
domain B 'I $[§®’5‘47”é?aib$?’o ZDE I‘i’é{ﬁﬁﬁ LT. *Ezﬂa)uunﬁl“}’r/' *]“9"6*53510)9470)
(;Z@E) nL‘.\nJ.TZI §E’é|~=\'—l)‘/|~ka&56~_&7ﬁ\f§$'§'o

f=&Z . SAP Business Network ETiEEShizAyE—U 2DV T, domain (2
AribaNetworkUserId MMEESNTLVDBEIFEFA—ILT7FL X, DUNS DH&IE
DUNS F#/3— NetworkId DHFEIFEIVETEAD IDERLET,

type Y= IR TLARDED, FEX—T YN TLARANDERIE Y= I TLAREAV IN—1
ENWA% FromEFf=lE To Credential BERTHEHIILET, ZDHAE. X—7YNTLAR
1239 BFREERICIE type BEEFFERAL. TOREMIEImarketplace lEWSEIZERELE
¥,

Credential [ZI&, Identity BRZE®. EE T SharedSecret EHRF/-IL CredentialMac BRZEHFET,
Identlty EXRlE Credential DR THIMBIZOWVTEEABRL ., FEREDRAERISZOHMBD ID HHRZER
WBLET,

SharedSecret

SharedSecret BHR(L, BFEMNRH#M T A/ \AT—FM sender [TEFNDIGEITFERLET,

i;E50
One-Way #ri2[C &> TEESN AR F AV ML, FBEEBEREFEALAZNTEELY, One-Way Bk [E1—H—D

TS9O ENLTIL—T12 T SNB1=8. Credential BREFSTRF1ADY—REI—HF—(CSBINSBH
BEMEAHYET,

CredentialMac

CredentialMac BXRI(X, Ayt—IFEO—F (MAC) ICKAEREICTHERAINET . CORFEIL. EEOBITHY
—RIS—TAIZKYRF Iy EFERLTRIISN -2, EIEENZEBIIBATIDENHIKATHERASL
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T ERE FALIMNUFTINERIT, $TSAVICKBRBEEAARERL MAC (RyhT—INTIZLoTERHEN
220) NEFENDT=D ., NIV =D T4V R T—INTEN ST ICEREETEET,

BHEOBTEY—RIN—T4DBMAC #5HEL. TOT7AILNS T I3 ENL TR EBEANGEELET , ZEHIL
MAC DIELMRBZEIETEEFHA (RETHERTEEREA), MAC IX, ProfileResponse AT UREERL.
BEOBTET—FN\—TshoEEFITEEINFET,

REEBRL. BEOETIY—F I —TALRACANT—HEEALTMAC Z5HEL. cXML FF 2 AV TRIELI MAC
ELHELET . C0 2 DDEN—HT DEFFaAVMIFBFESNZEITBYFET,

MACEDEEAEIT DL TIE, Ay t—UFB5Ea—F (MAC) [47 R—TU] &S HRL T,

CredentialMac [ZIX. ROBUEIHYET .

B B

type RSN BT—REZDRIAADITA—TVNFERERILET , Y R—FSNBIEE

(78) "FromSenderCredentials" ®#TY,

algorithm T—ATHEAINTI MAC 7ILIY X LEHALET , HR—rShBfE(L “HMAC-SHAT1-96"
(78) DHTY,

creationDate MAC MERESNh-BBFEIEELET,

(78)

expirationDate MAC OFEMEARERT BEFEIEELET . Z1EH (I expirationDate & IZZ(TER>F- MAC &%)
(78) TIEBEAHYET, ZIEBEEDHRATO MACZE, FETHTT 5L TEFET . &R

1. REEFE 1HFELURNICEDHBRLINS MACZH T T H5EL1HYET .

RDOFIE, CredentialMac BERIMEFAINTIVD Credential BRERLET,

<Sender>
<Credential domain="NetworkId”>
<Identity>AN9900000100</Identity>
<CredentialMac type="FromSenderCredentials”
algorithm="HMAC-SHA1-96"
creationDate="2003-01-15T08:42:46-0800"
expirationDate="2003-01-15T11:42:46-0800">
MnXkusp8Jj0lw3mf
</CredentialMac>
<UserAgent>Procurement Application 8.1</UserAgent>
</Credential>
</Sender>

B DELIFH

From B, To BEHR. BLU sender BEFRIZIE, TNETNITEHD Credential BERZIETHRETEET . EHD
B SREZIRMETAEMIE, SESELRAMUEFHALTWS 1 DOMEE#RANTAIETT, I=EZIE. DUNS 8
—H LU Networkld o /\—DEAZEEHAHZET, HHBNBI SN BEENHYET,

ZEEIE. ZITEROF AV DT R TOREABERERILTIVELNHYET  FRSNIRF A DRILIERH. 25
LTWBHBE—BILEGWMES . TORF AV MEET LTS, L From, To, F1=1d Sender £733>M 2 D
DERFERNB R DI TATA4ESBLTNBBEIZE, FXF 1 AVMEIE TSN ET,

ELHEAFERAESATODIOD ., RLFAMUAMERENTIVS To, From, £=ld sender V2 avITBHDRELIR
BAFHETDBEICIE FFIAVMIETENET,

cXML
cXML OEXK 31



3.1.76 Correspondent

From B&XU To BRIZIE, FERTED Correspondent BREZINENEOHSIEMTEET, Correspondent B
FlE. REQFLILZEROMEB., 53— AOMEBEITEREN\TICEOTRMTHIEEITFERAINET  EEH.
ZIEE. TEEH/ T IL, Correspondent EXRNOEHREFEAL TRAMDMARBERHI TEET,

Correspondent [ZIXRDEHELHYET,

=43 A

preferredLanguage HHBOEEEE (OhH>TLSIHE)

Correspondent [ZIZLUTDERNEENET,

B2 EA

Contact F—F—%7A0—T VT T HODEREFERNEENTT, EHR L [46 R—D 1S HEL
(W7E) TLIEZELY,

Routing HIET BI—T1VTRAEERELET [Routing [32 R—TTIESBL TS,
Extrinsic COMBICEIET D EMFERAEENET

3.1.76.1 Routing

NEEDRRN—F—DHB T DIN—TAU T EEEELET . Routing ZFRDBEEAHYET .

Bt 5545
destination N—F 4T Tk DB, FRAREAEERDESYTT,
(%)

® peppol

® fieldglass

LT OAIE, SEBE DR R/S—bF—D Routing BHRERLET,

<Header>
<From>
<Credential domain="BusinessPartnerId">
<Identity>
<IdReference domain="iso06523" identifier="9925:BE12345678"/>
</Identity>
</Credential>
</From>
<To>
<Credential domain="BusinessPartnerId">
<Identity>
<IdReference domain="iso06523" identifier="9925:BE3456789" />
</Identity>
</Credential>
<Correspondent preferredLanguage="de">
<Contact role="correspondent">
<Name xml:lang="en-US">SupplierTradingName Ltd.</Name>
<PostalAddress>
<Street>Street</Street>
<City>City</City>
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<State>State</State>
<PostalCode>04726010</PostalCode>
<Country isoCountryCode="BE" />
</PostalAddress>
<Phone name="work">
<TelephoneNumber>
<CountryCode isoCountryCode="BE" />
<AreaOrCityCode />
<Number>1151869655</Number>
</TelephoneNumber>
</Phone>
</Contact>
<Routing destination="peppol" />
</Correspondent>
</To>
<Sender>
<Credential domain="NetworkID">
<Identity>AN01000000001</Identity>
</Credential>
<UserAgent>Ariba Network</UserAgent>
</Sender>
</Header>

3.1.8 {K¥H

DA TUME. Request FX 1AV MEEEL THEDREEZERLET . XML FX 2 AV M DHRARYNEEHET S
HEBENENED, & cXML IVURO—TERTHATES Request BRI 1 DEFTT, Z0DEH. U—N—DOFEEF
BHIZIYET Request BERICIF. FEETRTDIATD XML T—REEHHENTEET,

—f&B97E Request BERELTRDEDHAHYET .

OrderRequest

ProfileRequest
® PunchOutSetupRequest
StatusUpdateRequest
GetPendingRequest
ConfirmationRequest
ShipNoticeRequest

ProviderSetupRequest

PaymentRemittanceRequest

Request [ZIERDBEELHYET,

Bt iEA
deploymentMode Request T AME—RFTHAIDNAREHE—RTHAINERLET, {EIF. production]GEE) F
f=lETtest TS,
1d CORMREERBIVTDOI R TOFEREEFELADORNRELTHERH T =HIERALET,
XML O fE
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ESPENE

cXML BFEH [55 X—V]

3.1.9 Response

Y—N—FIT4T7 M Response ZEEL T, RIEHERZEHMLET . — 8D Request DFERICITT—2H5VE
EDHDI=®. Response BHRIL, FE T Status BERDAH THERTHELTEET , SHIZ, Response BFRIZIE
ED&SHETTVr—2a b NILDT—EEEDDIIENTEET,, fz&Z1E PunchOut v av Tk, ZD 7T 4r—
23V ARNILDT—AM PunchOutSetupResponse BRIZEENTULVET,

—fi&#97%E Response BERELTRDIDAHYET .

® ProfileResponse
® PunchOutSetupResponse

® GetPendingResponse
Response [ZIZRDBEELHYET

=43 Bl

Id CORMEBERBLIVEZNITRTOFEREETFERDOHRELTHFVHT =OITERLES .

ESPENE

CXML BFE4 [55 R—]

3.1.9.1 Status

COERIEERSNIRESEILIzD, —BIS—D ., FLIEKAIS—HEEHMLET,
Status [SIXRDEHELHYET,

B Bk

code EROKHI—F, fzEZ X, 200 [FERSEILIZCEERLET, TRROI—FRESEL TS
(WH7E) &0,

text KROTHFR, COTHFRME, BEBETHRBINAZEMLEIS—KRE T, 1—F—MHIEHETE
(7E) 3R7TY,

xml:lang Status BERTHERASNDT—FDEE.cXML1O LD EBEFBIELE=A T AV TT,

CXML DIFRDN—D3 0 TREEGDZENHYET
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Status BERDEME. BEROBERERLFTT . UTFICHZERLET,

<Status xml:lang="en-US" code="200" text="OK"> </Status>

Status BERONBITE. BBEENDELGHOW LT —2ERB T AIENTEETA, T7—ICHETLERETLR TS
FITLTLIZELY, 200/0K KiRA—RIZIE. T—ADRFELLZWEELHYFET , f=fZL. 500/Internal Server
Error KiRI—FFELFZOMDEL T Ha—FIZE, EBEO XML B IS—FET7TVr—2avI5—2&H5
CEEMCKHRELET . COIS—IE. —ARDT/N\YY CHEEAMED TR SRICHRILEET UTICHZERLE
ER

<Status code="406" text="Not Acceptable">cXML did not validate. Big Problem!</
Status>

ROFRIF, cXMLIKRA—FDEEEZRLES

Eirl | Bk

2XX RIh

4xx KALT—, V74T UM BRITLGENTZED, COIS—0HE ., BEFERBINTOER A,

5xx —BIo—, —RMICFIETS—TT . V517U ME BRAITL TS0, #ET HFHATEEIT. 1 FiEH

ZFIZI0ETY, DA<ED 6 MDBRATEMELF T RALGA —F—RE EEEOFVREICHLTE. B
HITHEZ LIFTEhFEVEEA,

cXML KR —FA 200 A (XML 200/0K 75E) THEULRY . —/3—IZILEBID Response BH
(PunchOutSetupResponse BREE) ZEHOELTIZELY,

[FEAEDIZE . CXMLIEHTTP O LDOBEEIZH D=6, Z<DITS5— (HTTP 404/Not Found &) [EFF AR—
Mk TRELTVET , TRTORSVRR—FIT—I&, cXML 500 BE DIKRI—FZE 32 (TE B & EHRIC—BF
IZ5—ELTRYERWL, 9547 MEBERITTARENHYET , HTTP 404/Not found 4> HTTP 500/ Internal
Server Error JRRA—FRHED ., BEx7E XML AV T YEEFELELHTTP Response [d, TR TEEIS—ThbEH
HEINFET, EREICEAT D2 DM —ARMIGREIZIL, 34 LTI TCP T5— (Tconnection refusedlRE). H
KU DNS T5— (Thost unknown|BEE) BHYFET , Request FX 1AV DBXENICE ITHRIELS—DHEE.
—fRENIZIE 400 BE. B<F 406/Not Acceptable M cXMLEKAIS—DRELFET,

ROKRIT, FELED XML KRI—FERLET,

KiR TR Bk
200 oK Y—/3—I& Request #EITLEL . Tzl XRZEBNEREEELEL I, RS

hizResponse [ZI&. 7T —2a> DFEFLIFIS—NEFTNIAHEMELNHY

F9,cXMLRequest BEIEIS—HFBEERLFLATLEZA., COKRIETZD

BOTTVr—av TRELBIVNGDIS—0FEL. RMShFER A, BONE
TIS—HRERELLGVRY. COKROBHFFRIEIZTRYELE A,

201 Accepted RE/NT2&>TERED Request BAZIFANDNELT =, F=[E. TDREDIEEI
FOTRESNFELEN., BNESNTOERA, EIETHANZXLNFHATETH
hif. Request BT 2RO EHHREZTRMYET,

9S5ATUMEITD% StatusUpdate NSUHILaVEZIELET,
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Wik

FERk

Bk

204

No Content

FTRTD Request FERIEAMT, BE SN EL I —N—I2(E BRShIz84T
M Response T—ANBHYEE A,

PunchOutOrderMessage [IZBWLVT. SOKRIFNOF 7oy arhiave

VON—b (FERRIFAT UL OBARSE) ISHTHREELGLICSKR T LI EERLE
?0

211

OK

NAY—[EEORKRI—FEEAL T TS VHEETIBENH DAk (kB
DA Ta—)b EERFORE. HEDFHOTET (LA FHERITET) BE)
EBHTHDIC Y TSAVITTA—RF v A AV E—DFRIETHIENTEET,

280

/T I2&Y Request MNERESNELTz, DE<ELES 1 DDRABHIFEHREZ T
BYET, COKRIL. Request ABID hffEREE ., Fizl&, KR 201 TRIEZIEE
ISEEShI=D EBETESIE XML DISURR—MERBL TERESN =L B
THIHEENHYET .

281

RGNS RR—k (BFA—ILEE) ZFEALT. hfE/ T I2kY Request HiERi%
SINFELI KR EFHEREZ(TMA AN HYET, 2L KR EFIEHREZ (T
BoHWEE. BT LLREENHZEVSHITTIEHYEE A,

400

Bad Request

EXBTTIEREAHYEE AN, H—/3—h Request ZZFANSNEEATL
f=o

401

Unauthorized

Request (Sender k) DHTHEEINTL S Credential A%, H—/\—IZZRHEE
hEEATL,

402

Payment Required

Request [ZI&, B2% Payment ERMAEFNTVVRTNIETLTYFEE A,

403

Forbidden

d1—H—H, Request #ETT5-HOD+RHHEREHF>TLER A,

406

Not Acceptable

Request [FH—N—IZRZFANLNEFATLz, BXEFTOEKIZLDE0LH
AEhES,

409

Conflict

H—N—DOBREDKREBZZDONET—FIEY . (BH) BREZERNPETShEL
fzo F#RD Request &, B DREDRITRLUNTE, SRLEFBITRITSNDATEE
HEHYEE A,

412

Precondition Failed

Request DEMHREEMH (PunchOutSetupRequest edit 2T @4/
FT7 Iy A B E) NEzSN TOWERATL Iz, CORRIE. —ARMIZIE. B—/3
—DSDUATDERED —EEI AT UM BELIZCLERELET
(PunchOutOrderMessageHeader M operationAllowed B4 &),

417

Expectation Failed

Request OYY—REHMHESINEN>TZEERLET, 1 D2OHIELT, —/3
—NREDY TSV T 51EHEERT S SupplierDataRequest H&HY
F9 . CORRIK. IS4 T U LEEIE Y —N—THELEERAHZIEEZRLET,

450

Not Implemented

Y—N—IFEED Request FRELTVEH A, EZIE.
PunchOutSetupRequest. HELLIEERSN B ENYR— SN TLVEL AT BE
HABHYFET, — BRI, ZORRIEISAT U —NN—DTAT7 IV EER L
ZEERLET,

475

Signature Required

FEAAMIBEFERL RN D RIEBEIFF1AUMEZTHITRIELEE A,

476

Signature Verification
Failed

BIERICRF AV ERE, FEERTERASNETILIIXLD 1 DFEFEHE
REENYR—LBVVEEDRRAICKY ., RIEFIERERIET LN TEEEA,

36
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Wik

FERk

Bk

477 Signature Unacceptable ZB & [EEMMICENTT M. TOMDERHICKYZEFITKEBSNFEA. BEHRTE
FRIFAAERENRBINGOD, FHSNEAEOEENRKEBINGOD, F
EIEZ DO BEENEET SN HYET .
500 Internal Server Error Y—N—h Request ZET CEFFATLI,
550 Unable to reach cXML RONBOI=HODFEHENBELZSOH oAV RO XML Y—/N\—[ZBETET
server SETCEFRA TSIV AMMIBIETELGNEE, FRNITNZOI—RERTE
NHYET , RADEGANTET LIZEE. FRNTEIS5—E 7547V MNIEERSY
HFhEBYER A,
551 Unable to forward YIFAVYDFREIRIZEY. Request £ERHATEE A, F2EA [ FRNTAS TS
request AN LB EDREEICKBRLELz. V5ATUMIZDIS—FEETEEEAMN. ¥
SATUNBRTTDHICCHIS—ARREINDBENHYES,
560 Temporary server error  f=,Z (£, $—/N\—[LRFRETELTIIENHYET . 517U MIB TEHTL

TLZELY,

TOFxIE. CatalogUploadRequest IZxt g HRAIBEGIKIRI—FE—&EIZLIz£ D TY,

wix TH¥Ak Bk

200 Success CatalogUploadRequest [(FIE&E(CALBEINFELTZ,

201 Accepted CatalogUploadRequest ZLEHTY,

461 Bad Commodity Code HEATIZEY S TON TV SE RS EI—FNENTT .

462 Notification Error BRIAE (BEFA—ILEET URL) MEESNTVER AL

463 Bad Catalog Format ZIP 774/ ILHESNTT,

464 Bad Catalog HEATHNRASNTOEND EROAZOTBNRASNTOET,

465 Duplicate Catalog Name RLCAZRTENEFEELET,

466 No Catalog to Update BT HHAO0 N EELEE AL

467 Publish Not Allowed LRTIZABRSh TR AEOT 2L SELELT,

468 Catalog Too Large FYTA—RTEBT7AILDOH A IMB OHIREBITOES, HAOTET
w7 O—RF BRI, ZIP X TEMBL TS,

469 Bad Catalog Extension HEOT DI7AILEDILRF X, cif, xml, Ff=lL.zip THRIThIFRYEE
Ao

470 Catalog Has Errors AytE—UM, hE0Y OIKRERLTLET , (HasErrors)

499 Document Size Error XML RF 2 AVMD YA XD KRETEET,

561 Too Many Catalogs IBMEY—ER LONP05 27y I O—FF5ILETEEE A

562 Publish Disabled EERFERITHED. H2OT O LARE—BELELTOET  IBEL-BEE
TICTEIBIHRBELTY,

563 Catalog Validating URTD/N—2a> DAS0Y OIREEHHE T T2R1IS, 0T EEHLESEL

FL1=,

BHINGOI—FEZELEE. XML ISATUMET—RDISRIZHS>TENSDIA—FEZNIETIHEAHYE
o LEM2T, HWNVISATUME, TRTOHLL 2xx I—K%E 200 (Bi3h). 4xx 3—K% 400 GKAIS—). 8LV

cXML O fEF
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5xx A—F% 500 (—BI5—) ELTRETILENHYES . COBEIL. & AEERGERTHLTIT. XML T
ArILEY—N—EADI—FAIERSNDGEEZERLTVET,

3.1.10 One-Way (GERIH#i=) €T/

Request/Response FSoH 93 EREY, One-Way Ay t—21E HTTP ERik [CBRESNFEH A, One-Way Ayt—
DI HTTP Fr2)L (AR D Request/Response 24 T D4E) THIG CERVNKSITIGEITFEALET , ROK
I%. Request/Response hSoH oL a EFRAET ABLIU B A AVE—CEBIETHAEERLTVET,

H1h A 1+ B

cXML Atz —725

> B AR AN
FAE

6: One-Way Avt— (GERI#A)

ZOHEE UTOIFIINEZLONET,

1. YARAIX A BMNERE T DEEFET XML FF A METH—T YL TIVa—FLET,

2. BAMA X ZDEEAZFEFALTRFLAVMEEELET  FAM A B4+ B 550D Response & FDI&
[FLEBA (BFLIREIZEAZEILTEEFEA),

3. AR BIE. XML R aAVMERELIR. TREGRERN) —LNSTI—FLET,

4, HALBIEIRFAUNEREBLET,

One-Way ET /LTI, B4k A &H 1k B ORIZEAREIZ Request/Response A VILITTFELEE AL FzEZ X,
One-Way Ay t—U (L& BBERICHDHEFENMAVE—UNEFELT, FE0DORENBFESAREELHYET,

One-Way b5 923 EmRITHET SIZE, AvtE—C DR AEBEIRLET , XL, One-Way 770—F%
FAT D XML, 930 Tk BB AERET L O—RARERELE T, One-Way bSO avEERT5—
f&B972M) (L. PunchOutOrderMessage T,

One-Way Ayt—C M (E. Request/Response EFILD#EEELFELILTLNET,

<cXML>
<Header>
Header information here..
</Header>
<Message>
Message information here..
</Message>
</cXML>

Header E3I&. Request/Response RF 1AV FERIBRIZAMIBENET , cxmun, BFRH, cXML ToRO—T [25 R—
J1IZERBALE=HNBERILTY , One-Way Ayt—2 & Request/Response Avt—JEMENWER D ITARLEELA
i&lE. Request Efzl& Response BRDRDOYIZHEHT S Message BEXRDEEEHRTHLETT . ROEII IV
Tl&, Message BERIZDWNTSSIZEELGRALET,

cXML DR
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One-Way Ayt—> M Header BERDEEERIFERIC. EH L —ILyMEREEHELTIZELY,, FREEIE.
BuyerCookie #ERALTITHNET ., Thld. Request/Response M Header &IFEAHYET,

3.1.11 Message

CHOERIZIE. XML AytE—C DT RTORTADBEREEELET . COERICIE. FEERTED Status EREED
BHIENTEET (Response EXROD Status EFRERMLUTT ), Status BRI, Request Aytz—TI1Z%9 % Response
Ayt—UhCHEALET,

Message IZITRDEEENHYET .

Bt Bl

deploymentMode Request W T RAME—RFTHAIDNAREHE—FTHAINERLET, {EIE. Tproduction ] GEE) F
f=IETtest1 TT

inReplyTo D Message WiET D Message #HRELET . inReplyTo BHEDEIL. UATIZZ{EL
fzMessage M payloadlID TY, COEMIE. EHDAYVE—UICKEWARDRFEEITS
BEICERALEY,

Id CHORMRBERBLIVEDITRTOFEREETFERADOHRELTHUHTHITHERALET,

inReplyTo BHIX. LLBI®D Request £fz[X Response RF 1 AVD payloadID &SBITHEELTEET,
Request/Response b5 #4930 #3D One-Way Ayt—SZ AL T EE 12B18T 56 RIIDAvE—
[2IE. B ARANREISEESNEY A Request £zl Response M payloadIDFEHBHENTEET &%
[£. PunchOutOrderMessage &1 Message [ZI&, I\ F 7Oy aVEBIEL Tz PunchOut SetupRequest
M payloadID & D inReplyTo BHMEEINTWNDEENHYET . /\OF 7O FIAUMNMIEEND
BuyerCookie [ZI&, 20 inReplyTo BIEERRDERENHYET,

ESPER R

cXML BFEH [55 X—V]

3.1.12 #&EA T3y

One-Way A*yt—I2(E, HTTP £ URL I4—ALI a—KD 2 DO—RHIE RSN ZEENHYE T, WA R
FERSNTUVBEREIL, TN 2 DT TY, 3K, SHITZLDEEN Y R—bSNDATREEAHYET,

HTTP

FET T —avIE, One-Way HTTP @EZEERAL TERES IEHLET , One-Way HTTP BIEEERT 52
233> ®M 1212, GetPendingRequest MBHYET,
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X TADI=HEET —EMESILESN D=0, HTTPS hHERShFET,

URL JA—LI>a—F

URL 74—LI a—REFERTHIEIKY, YE—F Web A RERZET TS —L a0 DHEDATREIZRYET . &5
[2.URL 7A—ALI a—RTlE NANY—P RTLDZEY—N—FBTBEINGLL WAV RTLIZAZ—FY
FEREBLTEET7 IV EATEET, PunchoutOrderMessage b H O3V NEDKSICENMET 0 DEAIX. 2D
EEDTHAEERT HDICHZILET,

1JE—k Web #A k&, cXML PunchoutOrderMessage RFa AU NERET T r—av ICEEEIET HDTIHE
. ZDRFAVRE HTML Form DREL74—J/LRELTIa—FKL., PunchOutSetupRequest D
BrowserFormPost BERCHEELR URL DRTIGFMICZTDREREZEEAAFET, I—F—HEMDK T KIZ Web
HALD [FvIT7 9N REVED) 9T BE, Web HAMIZFDT—42% HTML Form THRETZ TS5 — 3 IEE
LFEd, TORIZ. ZOREERLET,

o PunchOutOrderMessage ZFEZ 7~ HTML
I4—/RELTIT—RFLTEELFET

)E—hk Web

Web H Ak To54 2= 5] F
ool ET,
TF—LHERET
SRTFALTIETE

EHh/-URL [Z
EEIIET,

O or—ss7a—r2n.
XML Xwtr—747
S TR T
ST LIZETHE e XML
BEELTEIAFET,

INVFDTETIRFUTITONWTU T THBALEY .

cXML D fFEF
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Form /\wx> 4

1)JE—k Web 44T, & PunchOutOrderMessage RFa AU RAY cXML-urlencoded Ffzl cXML-base64 &0N
S Form DRELZ4—ILRIZEY B TENET , £f-. HTML Form &3 T METHOD [Z POST %, ACTION (<
PunchOutSetupRequest ) BrowserFormPost BRDH TRz URLZEIYHTES, HI:

<FORM METHOD=POST
ACTION="http://workchairs.com:1616/punchoutexit">
<INPUT TYPE=HIDDEN NAME="cXML-urlencoded"
VALUE="Entire URL-Encoded PunchOutOrderMessage document">
<INPUT TYPE=SUBMIT VALUE="Proceed">
</FORM>

A=Y LITBMENT- HTML 25 (2IF, 2avE T h—rDRBEFHLERAT 57012, LEEROIZT AV EEN
BTENHYFET,

i ¥

Web H#—/\—H¥ cxML-urlencoded Z4—JLRZREELIzEEICIE, URL [FFEEIVa—RFEShTOWER A, DT
a—KRI&, Ir—LH Web TSI HFICE>TEESNZEE (LEZDHIT, 2—F—D [FzvoIT7 IR E0)vIL
f2EE) IZOHBETYT , Web TSV FBRIEICOBEEEFHLTLET Web —/N\—hA HTML T>a—F

DNEESTILENHDDIE. Tr—ILNE. TR T7—TD=HDEI AR . BV ZOMDFHEXFDHTHDT=
& IA—LFA—F—(ToTHYLGH TR REINFET,

&l cXML-urlencoded and cXML-base64 TlE. AXFE/INXENRFIESNET,

cXML-urlencoded

cXML-urlencoded 74—ILRIE, Web H—/A—0H TS5 TlEAK, Web TS5 H(2&>T (HTTP 4 IZ4#-7T)
I a—RENfz URL TY, Thid, 2R IFRIDOBIT, 2—H =D [FuoT7 IR )9 ILIIGEED &SI, Web T
SOFICE o TIA—LIEEINIGEIZOA LTI RHBRBELLEDI2HTT , fz1ZL, TA—LE#EUER TRTRT
512812, Web H—/I\—[FxT74—/LFE. TR —TD=H D5 RAF. BLUVZDMDE|RXFE HTML Toa—R L
BHIDIBELHYET,

i
HT54¥ (&, cXML-urlencoded 74—JLR% URL T>a—FREBLAWNTLESLY, SOT4—ILRIE, Web T55
HFIZE->THEMIZ URL Toa—KREhET,

2{E/8—H—I&. cxML-urlencoded T—RIZEALT. ATA4T7HRA4T text/xnl DBEEDEFEZ = charset /XF
A—REBRGTHIENTEFER A EESN-T—2OXFIUO—FERIE HTTP POST TIREFINFER A, 25
Web H—/I\—[E BLIZ4—ILFEZED HTML R—S DI a—FREBIRTEE A LI >T. SO FETERRESIND
CXML RFaAURTIE, us-ascii XFIVIA—FREFERATILELHYFET . XML Y—RXRF 1AV DT R TOXF
(T%XXJELTIURI Toa—F B 12Nt DEEHFET) M. TUS-ASCHIXFITHE>TWIRENHYET ., TD 1
@ Unicode BBE &, ZDV—RARFF 1AV MADXFIL T T14EFERALTIVO—RLET,
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cXML-Base64

cXML-base64 DIRLIA—ILRIE, EEEDORF 1AV MEYR—ILTWET TUS-ASCIHSNDEEEEEL cXML
FFaAUME, cxML-urlencoded BRLZA— LR TIEAHL SOT4—ILREFEIBELAHYET , COFEITERMIZ
[FZERCTT M. TZVHFITHT B HTML Toa—FPOR{E Web H—/3—[2xtd % URL Toa—FEERAET . &5
BEFEELTRF AV ME{R%E Baseb4 Ta—KRLET , Baseb64 T a—K(&. RFC 2045 M[Multipurpose Internet
Mail Extensions (MIME) Part One: Format of Internet Message Bodies| CERBASN TLVET,

TSI HENLIZUE—F Web YA DSISATURD3ZIE Web H—/3\—FTH Base64 TO—KR Tl cXML K¥a
AVRDTEDXFDIA—RERIFELET . charset NSA—FLBHMINDIERE—HEICITBEFE LA, EEETY
J—FHEIBRESNTZED) TOA—FEAHARF1AUME AT AT HAA4T application/xml ELTHREBTEEY , COME
[2&oT ZEN—H—Z XMLEE TIEESNT=TRTD encoding BEZERITFHTHIENTEET . CDT4—
JLR (FRTD application/xml KFaAUR) IZXTHEEDXFEIA—R(E, UTF-8 TT,

NBDELITA—ILE (cxML-urlencoded Ei=l& cXML-base64) DWWFhh—FlE, FZET7 TV —av X E
ENBTRICEFNTVETNEAYER A RIDITEREINDDI(E cXML-base64 TI M MADI1—ILREREE
FTAIBLEIIHYEEA,

Form Q72 /8w 45 L

BRNEY URL Z@HLCWBEZET T —avid, £ D Form T—4%&$ HTML Form POST #%2{ELE
¥, Form POST 70ty H (&, %A cXML-base64 EHEREL. TOMEEMEL T, NE% Base64 TTI—KFLFE
T o ZDITL—ILERT—R(ZHFEELLELG S, Form POST 7Bty HI(E cxML-urlencoded E# % &EL. URL TV
O—FKIZkB XML AytE—UFHHL, £ URL Ta—RLET . TO—RENFET4—LFOARIE. TRV EED
HTTP Request/Response B4 7 JLIZ& > TRIESNT=T—2DIGFELRAKIZLEINET,

TO—FRIZ, FF 1AV MDBERDATATIATHELL T, BHESIXFIVOA—RFAEESNA TWSAREELHY E
ER
* cXML-urlencoded ZHDIZE L, A T4 7247 text/xml ZEBL. charset BIEIEZHYEE A, FD=H. DX
FIO—RIE US-ASCIHIZRESNET . T30 YNIUa—FEEBLTCWSAHEMLH D=0, ZIE/S—H—
[&. cXML FFaA2b®D XML EE® encoding Bt EETEILEAHYET,
* CXML-base64 ZHDBEIX. AT4T7HA47 application/xml ZEKL. FDLILEXFIVI—FEEETND
AREEAHYFET XML EEIC encoding BENHIBZEE, TNICE>TRENTVET ),
application/xml FF1AVFDBEDXFIVI—RIEUTF-8, TY,

ZDRSUYHL I EZED Request/Response kS ¥ o3 LD E1HE AL, Response X ERAD HTTP ##:
ML= Response 4R LIEWNZETT,

3.1.13 —ERRKRIGE

COSoHHLavIE BEDY—ERADNBREFATENESHDENEHLEEERLET HTTPGET N —EXY
AMZELNDE, H—E RIFEIMICHERESNI=E %% cXML Response FF1AVRTCIGELE T, H—ERA®D HTTP
URL I%. cXML Request RFaAVMEZETENIXECTHAEETT .

cXML D fFEF
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fz&ZIE https://service.ariba.com/service/transaction/cxml.asp [ZEESNF- HTTP GET I&, KX
M &57% Response 2 (TRYET,

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE cXML "http://xml.cXML.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML timestamp="2001-01-08T10:47:01-08:00"
payloadID="978979621537--4882920031100014936@206.251.25.169">
<Response>
<Status code="200" text="OK">Ping Response Message</Status>
</Response>
</cXML>

iEEE
DSV RR—k (HTTP) EFALaJL (cXML) LR L DA EE . LERDIGEITREL TIZELY,

3.2 HEKXEXR

UTDIUTATALEERIE. XML ABERICERATEET . CCTERRLTVWBERDIZEALIL. BRTOED
FARFAAVERIBT B-ODERNAZBETT, ST EEBD type TUTATAEAELRILDA TSz ER
THBOERIZDVLVTEELET,

3.2.1 Type TT4T«

NODEZEDKERS . W3C (World Wide Web Consortium) I1Z Note &L TIRH & f= XML-Data TEZESN TLY
FF, CCTESHINBNONDELAL type T T 4TI, XML-Data Tl EHEA TLEE A,

isoLangCode

ISO 639 #1&12&% ISO EFEI—FTY,

isoStateCode

EERTIR/MNZBHA S S 1SO 3166-2:2013 E#I5?3—FTY, ISO 3166-1 ITTREN TV SHEI—FELBITHASIE
ER
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isoCountryCode

ISO 3166 F1&IZL B ISO Ea—KTY,

xmlLangCode

XML 1.0 t#REICE>TERINSEFEI—F (www.w3.0rg/TR/1998/REC-xmI-19980210.htm| #&H8) TI . — i
BIIZIE. COEFEI—FIZIE, IS0 639 EFEI—F & NATUIZE2TRYIHNS ISO 3166 Ea—k (FEERE) AAEF
NET, TLY XML EEEITRLS IANA PG EEI—FE c XML THATARETEHYFEE A, IANA EFARIZA
YITI—FEERTHHEEE. ZNOOHEIITIELLY ISO 3166 Ea—REHEEL TEEL,

#EBEIND XML SEI—R T —< k& xx[YY[-2zz]*]? TF . 2T xx (£ 1SO 639 EEa—K. YY £ 1SO 3166
Ea—K. ZLTzzz X IANA Fz[3Z LT HEEITOVTORMMAY ITI—RTT, Ea—RIXEICIEETSHLSIZLT
FEZEW, EEBI—FIINXF ., BO—FIERAXFTRETIHROLHYET M. I—FHAELL—HTIH-ODBHEEHE
TIEHYFEEA,

UnitOfMeasure

UnitOfMeasure [Z[X, BREHBLTHATIHEEZRRBLET  HEHEMIL. HEDHBEI—FTHS UN/
CEFACT BfIZ#MLTWRIThIEHYE R A, BEBEHR www.unece.org/cefact/codesfortrade/codes_index.html
=SHRL TS,

URL

HTTP/1.1 ##&Ick>TEZE SN = URL (Uniform Resource Locator) TY,

ESPEAE

XML Io_RO—F [25 R—]

3.2.2 N—REXHR

CDIETHATHIERIL, Name ® Extrinsic HED—HRIGTERMND Money HEDEFEDERE T, EHEAIC
FRINFET,

cXML D fFEF
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Money

Money B%IZI&. currency, alternateAmount, H&W alternateCurrency. M 3 DDEHEINHYET,
currency & alternateCurrecy BUIEL. #7 1SO 4217 THRESNT= 3 XFNDBEEI—FRIZLTEELY,
Money E¥ & aternateAmount (REBEE) BHEDEIL. BIETRITLILEYEL A, f:

<Money currency="USD">12.34</Money>

FERTED alternateCurrency & alternateAmount BEFXRRFICERL. ABEBEDEEFIEELET . N
Sl A—O0D&SIB_EBEFXYR—bF 5=DICHERTEET, fl:

<Money currency="USD" alternateCurrency="EUR" alternateAmount="14.28">12.34
</Money>

i £
FERTIMCELITRUYDHUIEFERT S EATETY  MRDRDHYIThY T EE AL TS,

State

HEFE/MELIZEBIEBNFNAETENET, PostalAddress BEROPTEELET, INIZIF EEERED
isoStateCode [43 R—U | BUAHYET .

<State isoStateCode="US-CA">CA</State>

E3]

FIERDIETIEE T HESL TY, Postaladdress BERDHBTEERLET  CNICIE FEEEERED isoCountryCode
[4AR=D1 BHELRHYET,

<Country isoCountryCode="US">United States</Country>

CountryCode

Ea—FRIzsiGLiz, ITU B5Ea—KR T, TR —Ta2—FORICEFE X —/SEMOA AL T RS OEICERLET,
TelephoneNumber BRTHERAINET,

<TelephoneNumber>
<CountryCode isoCountryCode="US">1</CountryCode>
<AreaOrCityCode>800</AreaOrCityCode>
<Number>5551212</Number>

</TelephoneNumber>
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ARG

Contact ZRICIF. MEDISUHF IV T TERLGED L INEREICEHT HERLERTEET HI:

<Contact>
<Name xml:lang="en-US">Mr. Smart E. Pants</Name>
<Email>sepants@workchairs.com</Email>
<Phone name="Office">

</Phone>
</Contact>

cXML D fFEF
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4 ZOMOFEEESHE

cXML TIlE. -lﬂéﬁ/—’]l/ YRS DER nIEjj_lf—c:b cXML "#J)‘/"@ﬁ{n%é*ﬁnif%ij—o
Ayt—TFBEEO—R (MAC) [47 R—]
Auth bS53 [B1 R—V]

4.1 HAyt—TFEEEa—F (MAC)

HAyt—UFREA—F (MAC) AT 5&. (RYMT—IN\THED) FETED Y —FN—TAZRBHETIZ. V54T
S Y—N—[CEEEEINIFF A MEREAITEF T COLIGRFaAVME, B TED Y —F/N—T1LRE
%‘ J:’D—Ca)}}‘ﬁﬁFuJL_IHE&uL.n]I: I"Eﬁoub\n 'hﬁ*ﬁ%ﬁ/\/f'ﬁu 1%1:!%[3:@*1111.—(%35'&/'.10

MAC #&% Credential B (element) D T7A—< YR IDULTIE, Credential [30 X—T] TEHEALTWWET,

411 MAC O#tE

MAC OEHBMIL. ZEBOEEL—ILybE EEBITHLTHLANZET TEET HZETT , MAC TlE. /v
AFFERALTIVI—RTAILT. BV —ILYLDREMERRELTVET,

MAC [Z, BV —IL v ERRICRETY  EEEE XAV —IL VP ERBKRITERERIMAC ZRYZSBHEAHY
T EAMAMTHHTH FRDFRICOVTH R T S LIE MEIEZRIRICSOTEBNLHYFES,

MAC FZREEER T HICIE BB TES Y —FN\—TALREFDWMATMAC ZFHETESIIITTIRENHYFT

412 FHEF7ITIVX L

MAC (&, ERETED Y —F/N\—TA LR EBDAE LS THRHMD T —2EMAEHLE LT INITYXLIZE>TERSH
i_d—o

cXML Tl&. IETF RFC 2104 ®ITHMAC: Keyed-Hashing for Message AuthenticationJIZigdi & TLYSH HMAC-
SHA1 7 VTV X LEFERATAHLIIHEESNTLET,

HMAC-SHAL 7L X Al XML [THELGREHERHELET . COT7ILTYRX LK, EITHE/\yaT7)ILT) R
LERMRIZRETHAENERXIZFEASN TLET,

IETF RFC 2104 M EMIZ DL TIE, www.ietf.org/rfc/rfc2104.txt Z8BBLTESLY,

cXML A
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4.1.3 Ef B EAMHAR

ER B EBAMHAREIEET HET.MAC DEREMMNRELETS,

MAC BE&EFENT-BE . EEFOHEFL—ILINEERLTHLHREHYFEE A MACEZEMNITT 510 EIEFELZ
EBEICFENTERITHILEHFITILIEBRENTIEDYEE A, CNIE. TEDORBICEGIBEEIAEIISN TV
WEELHE-HTT , COMREICK AT SH=8. MAC IZIE. ¥ERLB (creationDate) EHZNEAR
(expirationDate) BNARAFENTVET , BXIEARZIEEL. MAC NEARRUINIZAEHZET, MAC DEH#ICE DM
FEm/MRICIAFET , EMEARINENZE . REMIEMELET, ZI{EF (L. expirationDate #1252 (TE >z MAC
EHTIA2RENHYET .

REFIF ERAISOBBAKIZEDNT, HIRYINIZHESTULVEL MAC #EETAHILETEF T LA K. #
FRNIERSh, RIEQOEBICHRYINICES MAC ZRIELII5E. RIEFXED MAC DZIFANEEFTLELND
LhFEEA, COHEIE, RIEVATLOEREEICERONTVET,

ZEHIT FHENBEDBRTEMHARNKREDBA THALEHEREL., ELboM—ATELEHMNBE-SN TG
WERIE. EDMAC ZHEBTIVENHYFT . LML ERBNETELHRIC BB THINEIN L. ZEFAD
FETY,

RIEEIT.MAC BNERGCEEHER T HDH T MAC TREIESN =T —40R(FANTRENEINLHER T DM E
AHYES  FFIZ, From & Sender DFREHFER TRBSINDIIUTATAD DDAV E—VERIFTANDEAZEMNES
MERIET DERNBETY,

414 ;EITOER

CDIETIX, type="FromSenderCredentials" M MAC 5t E T HAEICDODVWTEHRBALET , CDOAETMAC IS
ARTBT—2F EHETEDY—F/IN—TAEZEBDOHIZEHTT,

EETEDY—KR/IN\—T1ld. COFEAET ProfileResponse Option BERZERML. ZEAMDY—/—(FFELC
& AETCredentialMac BERZRILET,

4141 /\valZkHANDERK

MAC BBIDAAIZIZ, T—RANEMERAID 2 DOABETT,

* ANTBHETEE RDEEL. ERELIZETEDKREIZ LI DDXIL/AAL (0x00) ZFL, FISTTIREES
YIZHARTUTF-8 TTYa—FLz/\A+RETY,

From/Credential@domain
From/Credential/Identity
Sender/Credential@domain
Sender/Credential/Identity
Sender/Credential/CredentialMacQcreationDate
Sender/Credential/CredentialMaclexpirationDate

* ANTEMERE, ZEBLY—FNA—TsLOBTEREINDS XML EFS—ILVATT,

cXML O fEF
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4142 AREDIERIE

NV AANMEEZFEDRICERIEL T, AXFENXFDENOTH—IVRDENERYBREET,

[} EREORE EfRfeShr=fl

domain =&z (X, TAribaNetworkUserld IO KSIZAXFENXFHFRX A networkid
ITRHEEERE. IMNXFOXFIIEFERLET, Networkldl&
TDUNSIIE, RXFEDPXFARFISNENEITEFREL TS
LY,

Identity FEERBDEBAXFIFHIIRL, MNXFOXFHEFEMALES, an9900000100

creationDate FRIEOBEEFHYFEREA, CNBIE, B BB ELTZOMD 2003-01-15T11:42:46-08:0
expirationDate FT—%4447[26 RXR—]THBEALTLVSISO8601 74—<vhT 0
I TLS=H T,

HEL—IL YL ERIELIGL TS,

4143 MAC 7/)LTd)X L

HR—rEN TS MAC 7L X LDIE(F "HMAC-SHAL-96" DHTI , hld. HMAC-SHAL 7 /L3 X LIt
L. 160 Ewbk (20 /184 R) O AZERL. ERID 96 Ewk (12 /8 F) DHEREFLET, 2D 12 /8 A MFEHIZ
Base-64 TT a—KREh, [A-Za-z0-9+/] DXFEIYCDH THERIND 16 A bOXFHINEERLET,

MAC Z5tE I HFIRIZ. RDELYTY,

L RISRTEXFIDERREITRIL/AAE (0x00) 0L, £z UTF-8 TToa—RLINAMRBICLTERLE
T o (BXFIEL FIRDFETERESNTOES )
“networkid”, "an9900000100". “networkid”, “an9900000100", “2003-01-15T08:42:46-08:00"
“2003-01-15T11:42:46-08:00"
XFHEBERETDE RDNA—T VAN FONET
6e 65 74 77 6f 72 6b 69 64 00 61 6e 39 39 30 30
30 30 30 31 30 30 00 6e 65 74 77 6f 72 6b 69 64
00 61 6e 39 39 30 30 30 30 30 31 30 30 00 32 30
30 33 2d 30 31 2d 31 35 54 30 38 3a 34 32 3a 34
36 2d 30 38 3a 30 30 00 32 30 30 33 2d 30 31 2d

31 35 54 31 31 3a 34 32 3a 34 36 2d 30 38 3a 30
30 00

2. LD R%E HMAC-SHALZERALTREZEORF—ILybT/NYalbLET LXK £B/L—S
Lwhkhilabracadabral (6162 72 6163 6164 6162 72 61) DIZ& L. RDKSITHEYFET,

71 1le 89 a7 3e 7c 9e b8 97 11 10 cd 78 57 fd a0 94 da fd

HEL—HL ML, ERIELENTEEN, T BIFLEETHIEL TS,
3. LERDEREMNM 6 EYN (12 /840 ZRLTYUIVETET,

71 le 89 a7 3e 7c 9e b8 97 11 10 cd

YUY THE(CE>T, /\WwiadEFa)T4ARELET,
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4. EEO#ER% Base-64 TIVa—RLT. ROBRREREEBFT,
cR6Jpz58nriXERDN

{EETED Y —R/N\—T«ld. ProfileResponse FFAAVMIZEEREBEAL T, 9547 UNRDBITUTA4T
A (FF2AVPDREIEDE) ITEELET . VAT UME, H—/N— (FF2AVPDRIER) LEETOITRTOREE
T.CredentialMac BRIZZDHEREEREHBEALET,

4.1.5 ProfileResponse

RD XML DFIEASBETED Y —RNN—FT 1 (RYRT—ONTLEE) BhDISATUNBEET7TI)r—aviad) 1TE
{E&N3d ProfileResponse DBHITT , V54T UMME, CHICKYZIET—N—ICEREZEEEIETESLISITHYE
?—O

<cXML payloadID="1234567890@bighub.com"
timestamp="2003-01-15T09:39:09-08:00" xml:lang="en-US">

<Response>
<Status code="200" text="OK"/>
<ProfileResponse>

<Option name="CredentialMac.type">FromSenderCredentials</Option>

<Option name="CredentialMac.algorithm">HMAC-SHAl-96</Option>

<Option name="CredentialMac.creationDate">2003-01-15T08:42:46

-0800</Option>

<Option name="CredentialMac.expirationDate">2003-01-15T11:42:46

-0800</Option>

<Option name="CredentialMac.value">cR6Jpz58nriXERDN</Option>

<Transaction requestName="OrderRequest">
<URL>https://service.hub.com/ANCXMLDispatcher.aw/ad/cxml</URL>

</Transaction>

<Transaction requestName="PunchOutSetupRequest">
<URL>https://service.hub.com/AN/cxml</URL>
<Option name="Direct.URL">https://bigsupplier.com/punchout</Option>
<Option name="Direct.AuthenticationMethod.CredentialMac">Yes
</Option>
<Option name="Direct.AuthenticationMethod.Certificate">Yes</Option>

</Transaction>

</ProfileResponse>
</Response>
</cXML>

4.1.6 CredentialMac

RIZIFRT XML FF 2 AV RD—F L. CredentialMac BRDBITT , V54T UME SO KSBARE ., H—/\—IZ
BEEEETARFIAUNMIEALET,

<cXML>
<Header>
<To>
<Credential domain="DUNS">
<Identity>049329048</Identity>
</Credential>
</To>
<From>
<Credential domain="NetworkId">
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<Identity>AN9900000100</Identity>
</Credential>
</From>
<Sender>
<Credential domain="NetworkId">
<Identity>AN9900000100</Identity>
<CredentialMac type="FromSenderCredentials"
algorithm="HMAC-SHA1-96"
creationDate="2016-01-15T08:42:46-0800">
expirationDate="2016-01-15T11:42:46-0800">
cR6Jpz58nriXERDN
</CredentialMac>
<UserAgent>Procure System 3.0</UserAgent>
</Credential>
</Sender>
</Header>

[. . .1
</cXML>

ESPEA

Credential [30 R—]

4.2 Auth +>oH 93y

Auth }‘7/&9”/3/%*”%?—6&s X1=%(i *E_-EL( 1=$EL/—CL\%)-U- }‘/\—T4§1§L/—C %ﬁﬁ&@mﬁ\nE'lﬁiﬁ%*ﬁgE—G%
FT. COMIUHILaviE. £BEV—IL YO MAC AEFENTLVEVDRF AU ZITE STz LE DRI ERLE
E

REFIEEEE (T2 N)IL) OREEERE AuthRequest FFIAVMIAN, EBTESH—F/\—T1ITHEL
THRELERIELES

jl)/y/\)Lb\?:/g)[/nﬁﬂﬁi€1iﬁﬁL—CO747/|“:"|. DE’& }55&L/—Clr\éi% '_X"1|=I%b\ jl)/V/\)La)nru nEtH*E
E.TORIEAZEICET AIEMDO M A% AuthRequest RFaAAVKNIEHFET, (RIEFX. COLHSHERE. TD
Web H—/N\—F 1L TLS BEEMSIEBLET,)

EFETE DY —R/\—F (&, AuthRequest ZZ(FRY . T /LD RIIEHREFREL T, TUU I/ ULARESHh
TWAHBMNEIIEREELET, TUV VL DIIREFERNEEN TV B A, EETED Y —R/—FT11L. TD
SIEAENETHDHIEE, TDIIHEMNRILERICEEM TONMTWSHBDELD THHZLEHELET,

s nIElF!*E (ZBJ:U‘ ?Eiéhfb\hliaﬁﬁi) ‘ cténu. nIEfJ\TET_‘;-é& 1=§E—C%é# f‘/\_T‘r[i ﬁnﬁ;ﬁﬂo)mhn
FERASENSIEED AuthResponse TELET , RIAERAEILTIGE S EETES Y —FN\—T11X. ZD
cXML Response THDIKR 403 (Forbidden) ZRLET .

Z{E& (X, AuthResponse CTRENDEMIARET., Auth FSUF L3V DEEREXT vy 2T HIENTEET .
DEARIZT) LD S EICEIEREGIAENIRTEIN=BE . FL AuthRequest ZRIEENBERXET I
EEHYFELEA,
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4.2.1 AuthRequest

IUTATAERAT H=DIT HEIFEEL TV S Y —F =T/ (TEETHEKRTT,

ROFIZIE, X509 FEAE BRIV EENTVET . COTORLERAET. ERTIVTATADISAT U MREENTTH
nFEY,

<!DOCTYPE cXML SYSTEM "http://xml.cXML.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML timestamp="2000-12-28T16:56:03-08:00" payloadID="fool23@bigsupplier.com">
<Header>
<From>
<Credential domain="NetworkId">
<Identity>AN99000000092</Identity>
</Credential>
</From>
<To>
<Credential domain="NetworkId">
<Identity>AN99000000092</Identity>
</Credential>
</To>
<Sender>
<Credential domain="NetworkId">
<Identity>AN99000000092</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>cXML application 2.0</UserAgent>
</Sender>
</Header>
<Request>
<AuthRequest>
<Credential domain="DUNS">
<Identity>12345</Identity>
</Credential>
<X509Data>
<X509IssuerSerial>
<X509IssuerName>Verisign</X509IssuerName>
<X509SerialNumber>12345</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</AuthRequest>
</Request>
</cXML>

4211 Credential

cXML D EBEEERTY , Credential [30 R—] 2B BLTEEL,

4.2.1.2 X509Data

REEIZEAT S X509 5147 U MEAZEERLET

cXML O fEF
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X509IssuerSerial

X509 sEAED VT L ESERTEREZEELET,
X509IssuerSerialChild XU T OEERAEENET,

® X509IssuerName
X.509 SEFAZE D HEITEDHAN B TY . COHAA (X, RFC 2253 2> T LDAP B A2 =X FIIRELI-LDT
Fo2ERIE RDEKSITHYET,
C=US, 0O="Mega Data Security, Inc.

”

, OU=Secure Server CA
® X509SerialNumber
X509 SIRAZED VT IILEETY,

X509SKI

X509 SEHED YTV —HAFTY .

X509 SubjectName

X509 SEAEDH TV DHAIE TS . CDHAIBIE. RFC 2253 [THE>T LDAP A& XFHNRHELI-LDT
?—o

X509Certificate

Base-64 TI>a—KL7= X.509v3 sEBHETY .

X509CRL

Base-64 TIra—KL7=- X.509v3 sERAZE D X3 AT,

4.2.2 AuthResponse

AuthRequest FFAAVMDBEAIU T T DBENGREBERDVALEIRLET , 485, 2D Response [FFREEICA

WL-GZEDHEEFELET,
AuthResponse [ZIERDEELHYET
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Bt Bl

expirationDate CCIZRENF-B UL, AuthResponse [CEENTWAIEREBRETRETHIEEE
KLET, CORMEMNRBBRINTIDIGE. ZIEFE M expirationDate FT AuthResponse
EHREF vy 1 TEDILEEKRLETS,

expirationDate MERBINTULVEWEE ., Fryl a1 MEBFEIESNTWSEERTIVELHYET,

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE cXML SYSTEM "http://xml.cXML.org/schemas/cXML/1.2.014/cXML.dtd">
<cXML payloadID="234234@hub.com”" timestamp="2001-01-25T715:19:07-08:00">
<Response>
<Status code="200" text="OK"/>
<AuthResponse expirationDate="2002-12-31T09:00:00-08:00">
<Credential domain="DUNS">
<Identity>12345</Identity>
</Credential>
</AuthResponse>
</Response>
</cXML>
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5 cXMLEFE4£

FRTH cXML D Request, Response., £1=I1& Message (&, W3C (World Wide Web Consortium) XML Digital
Signatures 2 AL TE & TEEJ . XML Advanced Electronic Signature (XAdES) #Z# 314 7R—FLTLVET,

SOtV avDFE L. ERHBORT  GEHAE, BLUVRAY—M—FLRED, EFELORAESIUEIRICOLTH
HEALTLDRENHYFET,

EFBLOWE [55 R—]
CXML RF 1 AURDE L [56 R—]

51 BFEAOHE

BEFERF. BEFFFaAUMREBEHAIL. BALERANMERLIZR T, EORF 1AM ERESN TV EZE
REILFEY . COERL BESLFEREST/N\AMIITY  COFRICIK, BRI R Fa A bDTUVIZET S
HHBERSLVEEEOLARBAESENTVES,

XMLEFERIF. BEFEED 1 DOBET, BSILSN-ER(ICNA. ERA2ORED—E. ELXEDARE. T
DEMEEN O SFEFRFEREECERTT . COETRIB T DELIT. XML BAE XML EFELD—HET
?-O

XML Advanced Electronic Signature (XAdES) Tl&, EARZIALS LU LD RENRBINTETS,
W3C XML BAB LU XADES [Z(E. REMEEEE L THI SN ZOAERTEENARINTVET,
W3C XML BFERIZDLTIE, RDYY—RESRL TS,

*  www.w3.0rg

¢ XMLEBAEXENEN—D30 11
XAdES DFFMIZDONTIE, RDUYV—RESRLTZEL,

* XML Advanced Electronic Signatures (XAdES)
® uri.etsi.org/01903/v1.3.2

511 BFERADHRGE

FFaAVMIBRAFEITIRTY—EREZFATHILL BMELHN—FRIITVRT LY INITTORTLERELT,
HBATRFAAVMNIEREITICELTEETT . HEETER VAT LERETDHE(E. ZEEHNSEESINDRIE
(CA) ICLBBRBHMAEETWMBIIVENHYFET . REBOVEFHEB-TICIE AT—FI—FO/N—Fx
TEFXAVTAED 21— EBEDLSL, MEREMEL TEI=HODN—FIT7THIBEIZLIIGEEAHYET,

ERBLVAIAZEDVERMHI. BT LDOXESLVRACI>TELGHIEITERL TSN BERVATLDE
KITHELL, ZUTHMBDODLEFHITONTHRCERLTEDENHYET,

cXML O fEF
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http://www.w3.org
https://www.w3.org/TR/xmldsig-core/
https://www.w3.org/TR/XAdES/
http://uri.etsi.org/01903/v1.3.2

52 cXMLFFa1AVDES

BE XML EFERIL, B5d XML EZATRE BRENEEREEANEASN. REDERMNFEL. FFa A4
VrOBEDEIITHLTER SN (FE BEDIIICOAZELSNTIVEWN) XMLESZTY,

5.21 cXML EFE4

ENDEHETERINE-ERZSHEIHEE. BRIERO T T4y  RBANERESNSZEISEEL TSN, W3C
XML DI RTHDEFELNDEHRTIE ds TVIT4VIRMNMERSNE T, Ff=. TXTDH XAJES EFH Tl xades T2
AV ADMERSINFET,

5.2.1.1 ds:Signature %

cXML BH# Tld. Request, Response, £zl Message BEDEIZ ds:Signature BERFEELFET,
ds:Signature ERTIE. BADOHR. I DULDEL  BLUEBLZERTA-OICHERAL-BORREERLE
Yo XADES HRERF (LRI T7 AL DEYKIGE DBINEREFATHIELTEES,

cXML EZHRTIL signaturevVersion BHERETHIELTEET,

1 59

signatureVersion signatureVersion NFEETIEEICIE. FX1 AV EFELHHFETHD
CEERLET , CORFaAVMIIE, Request, Response, Ffzld Message
EXOEZICEMH ds:Signature ERATEEINTVET R AR
ELSNBBE. COBKIINETT . COBMOEDREX 1.0 DA TT . %
DOEFFROFERITHER TFHINTOET,

1d CORKIF. BERBLUZDTRTOFERETELGORRELTIBEET H1=HIE
ALES, =EAIE RFaAUMI<Request Id="foo">ANEENDIGE.
BEFEATIE <Reference URI="#foo">I|Z&>TRequest ERH KUV
FNITRTCOFERENSBINET XAV EBLEEINDHA. COBRMIT®
BATY,

Message. Request, BLU Response BXRIZIE, Id BELEENET,

ESPEALES

XML Io_RO—F [25 R—]
CXML DEAK [18 R—3]
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5.2.1.2 cXMLSignedInfo

cXMLSignedInfo BEXRIZIE, BRAIZEHT S XML BB DFHMBEREEHS. ROBHELHYET,

Bt L]
signatureVersion REAANDNEFELMNETHAIILERLET  CORFIAUMIIE,
(%7B) Request, Response, ¥izl& Message EXDERKICHEMH

ds:Signature BRMNEZRINTVWET . COBHEDENLIEEL 1.0 DAHT
T TOMDEETFEROERAICHER TFHIATOET,

payloadID RFAVED) U OEREIL T BI-DICERASNES, cXMLSignedInfo &k

(78) M® payloadID &, FF2AUMKREAD cXML BEHRHND payloadID ERLT
HEIBERBYFET,

1d C® cXMLSignedInfo BRZZEZD-HIZHBILET . COBRKEEICHER

(WH7B) L.fEF#T "cXMLSignedInfo" THABENAHYET,

5213 ZFEZDEXR

XML AYE —D—EDERITEEL . EENBETT . CNODBHEICHLTAYE —TER T BICIE.
ds:0bject EFRDHD cxMLSignedInfo BRDHFTRILIEREH/EFLMBLET . ds:Object [F. ZTDERLZDF
DIRAD ds:0bject THIDLELHYET, i

<ds:0bject>

<cXMLSignedInfo Id="cXMLSignedInfo"
signatureVersion="1.0"
payloadID="xxx"/>

</ds:0bject>

Id BHEDEIX "cxMLSignedInfo" THAMEMNBHYET , signatureversion $&U payloadID BHEDEIX
XML BRTHENEL—HTIDLENHY . FFIA D ZEZFEINON—HLTWSILFRIATILEND
UET, M ds:Reference DHTIL, BT HLIETEF A COEZERIL. XD LS ds:SignedInfo, D
#ID ds:Reference ATV HMTCERTIDLELHYET,

<ds:Reference URI="#cXMLSignedInfo">

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>xXXXXXXXKXXXXXKXKXKXXXKXKXKXXXXXXxX</ds:DigestValue>
</ds:Reference>

Request, Response, £izl& Message BRI, ZOERKICHL TERASINDIBELHYET , TD=®HIZIE. XFF
"cXMLData" & Request, Response, £fzlE Message BEXRD 1d BHEMEIZIEEL. URI "#cxMLData" AEES
Ntz ds:Reference EHR% ds:SignedInfo [CEDHFET, COSEICH L TERILERTEE A, 2D
ds:Reference [, ds:SignedInfo DHFT2HFHD ds:Reference THAIDLELHYET,

ds:KeyInfo BFHIIIE, ds:X509Certificate BERZ 1 DEELET . COERICIE. FF1AVIDERIZFERS
N-MERICKIGT HLEBNEENS X509 SIBAED DER RIED Baseb64 TVa—FEEELET,
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5.21.4 XAdES O{#H

BFELTIE XAES #EHITEIDENHYFET , EL TIE. xades:QualifyingProperties N2 HFBHD
ds:0bject THAMDEMNHYET , xades:SignedProperties BRHIUVZTDNIT R TOFERICEL T HICIE.
xades:SignedProperties M Id BMEIZ "XAdESSignedProps" #$8EL. URI IZT#XAdESSignedProps %
{EE LTz ds:Reference % ds:Signedinfo [CEOHRIBLEMNHYFET . ds: SignedInfo TIHEMRIFTEEE Ao
XAdES hMEASNBIHGE. xades:Cert BERTSHBINSIAHEIL ds:KeyInfo BRICERTHEDER—THD
WEMNHY., ds:Signature BED Id BH(X cXMLSignature |2, xades:QualifyingProperties M
Target B #cXMLSignature [ZERETIBHENHYET,

5215 HfITI7AMILDESR

BETHRFAAVNIRAT7AIILEEDDGEE . FX1AVMDADERIZH, FFF AU MBLIVEDRAT7AIL
DEADERICH. BFEBREMATOIENTEET . BRIX LEARMATFAUNBESNIIHEE THRF2 AV
BEDERSREIFTREEED SIS TVET,

BATFAIVIE,. ZTDELDHBD ds:0bject ITHEENS ds:Manifest BFRD ds:Reference BRZFALTE
BT IDENHYET . ds:Manifest BFRD 1d BIHEIL, BIZTAttachmentManifest | T, ds: 0bject [&
xades:QualifyingProperties BERFEY ds:0bject NEETHEE. TOERICERLET .. T U DS
&lE. cxMLsignedInfo element Z&E{ ds:0Object DERICERLFET,

EYKDFDE ds:Reference TlE, RF¥—L "cid: " ZFEALI URIZFEALT.MIME ® content-Id Z&4tL
THRMI7AINESHBLET , ds:Manifest ERBHIL. ds:SignedInfo. IZE8FENETST AV URI SBAEER
LTELTOIVENHYET . COBBEFHNFEETIEBE., REITERLE XML BEOEEITETIE,
ds:SignedInfo AMYRTD ds:Reference BRMIRIASNDIDLENH DO TT , EARMGIREEIZK-T, £V
KEARDESTHLIIENRIESNET , F2FZL. EVKDPTSRBEINTWEF TV MERIESNERE A, COFE
Tl B T7AIDEESINIEE T XAV B EIERIESN S EITHYET, fi:

<ds:0bject>
<ds:Manifest Id="AttachmentManifest">
<ds:Reference URI="cid:23482390498.34284203.partl@some.host.com">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>P6ua59kKBLLtMBFE+IwPUgp2xqc=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:23482390498.34284203.part2@some.host.com">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>P6ua59kKBLLtMBFE+IwPUgp2xqc=</ds:DigestValue>
</ds:Reference>
</ds:Manifest>
</ds:0bject>

522 EFEZDIZ—RRI—F
ROFE(E, XML BEFBLORRI—FO—ETT,
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Wik

FERb

il

iR

475

Signature Required

FFRAAVMIBFERNLGN D REBEFF AR RFITLIELER A

476

Signature Verification
Failed

EERICRF AV ER, FEFLTHEASNZTILIIZXLD 1 DEIZERE
REENMYR—LBVEEDRREICLY ., RIEBFBRERIIT I ENTEEEA,

477

Signature Unacceptable

ERIRMICENTT A, ZOMOBHICKYZEFICREBSNEEA, ELRE
FEIFEEAEREN KB SNGND, FRASHIEERAZEOEENERShGNM, F
I3 ZDMDOEENFES HTREEAHYET

5.2.3 EFEZDHI

RIZRT DIE, BRHFAAVRARDHITY , COBITIE, AV RARDVK DD DE D NEHBESN TS0, F (DT
AMEE LUEBLDERFELIGNIEITERLTIZEL,

<?xml version="1.0" 2>
<!DOCTYPE cXML SYSTEM "http://xml.cXML.org/schemas/cXML/1.2.0.11/
InvoiceDetail.dtd">
<cXML payloadID="20030912.jdoe004@live.company.com" signatureVersion="1.0"
timestamp="200104-20T23:59:45-07:00">

<Header>
<From>
<Credential domain="AribaNetworkUserId">
<Identity>jdoe@company.com</Identity>
</Credential>
</From>
<To>
<Credential domain="AribaNetworkUserId">
<Identity>smistry@company.com</Identity>
</Credential>
</To>
<Sender>
<Credential domain="AribaNetworkUserId">
<Identity>jdoe@company.com</Identity>
<SharedSecret>abracadabra</SharedSecret>
</Credential>
<UserAgent>Our Invoice Application 4.0</UserAgent>
</Sender>
</Header>
<Request Id="cXMLData" deploymentMode="production">
<InvoiceDetailRequest>

<InvoiceDetailRequestHeader invoiceDate="2001-04-20T23:59:20-07:00"

invoiceID="123456-004" operation="new"
purpose="standard">

</InvoiceDetailRequestHeader>
<InvoiceDetailOrder>

</InvoiceDetailOrder>
<InvoiceDetailSummary>

</InvoiceDetailSummary>
</InvoiceDetailRequest>
</Request>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="cXMLSignature">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/
REC-xml-c14n20010315"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal">
</ds:SignatureMethod>

cXML D fER
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<ds:Reference URI="#cXMLSignedInfo">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigi#shal">
</ds:DigestMethod>
<ds:DigestValue>mxtVp6Rg9K5wo/c5B088g7sZYEg=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#cXMLData">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
</ds:DigestMethod>
<ds:DigestValue>1uBJgSa3BXewh/1lwsPDWCzn8Sgk=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XAdESSignedProps">
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
</ds:DigestMethod>
<ds:DigestValue>XIasOHckorH8fz/thdyZIZvV2yI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
nNfsBpc22u9aypYLvgE5cuiHVO077vnaolsS76LoAuks9bAWLO0kz /nkTQfb2zKSQTy87 ] 6W/
TJIGCQJj691P1KBNnIgaMPPN3k+hbi6A5cJHPRA3HNPexU5sS14StTux1WAiHe/
XEeBEeclu7K6sR4Rh1gzzELg05v21aRX40VGbjk=</ds:Signaturevalue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIICgDCCAekCAw7cUTANBgkghkiGO9wOBAQQFADCB1jELMAKGA1UEBhMCVV
w7cUTANBgkghkiG9wOBAQQFADCB1jELMAKGAIUEBhMCVVMxEZARBgNV
MIICgDCCAekCAw7cUTANBgkghkiGO9wOBAQQFADCB1jELMAKGA1UEBhMCVV
w7cUTANBgkghkiG9wOBAQQFADCB1jELMAKGA1UEBhMCVVMXEZARBgNVBA
MIICgDCCAekCAw7cUTANBgkghkiGO9wOBAQQFADCB1jELMAKGA1UEBhMCVV
zuRel/9tb8MI5FuN5yRIGUGL5PgkzwuCQYobJgIlcAs=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<ds:0bject>
<cXMLSignedInfo Id="cXMLSignedInfo"
payloadID="20030912.rsmith004@live.hub.com" signatureVersion="1.0">
</cXMLSignedInfo>
</ds:0bject>
<ds:0bject>
<xades:QualifyingProperties xmlns:xades=
"http://uri.etsi.org/01903/v1.1.1#"
Target="#cXMLSignature">
<xades:SignedProperties Id="XAdESSignedProps">
<xades:SignedSignatureProperties>
<xades:S1igningTime>2003-09-30T18:32:27Z</xades:SigningTime>
<xades:SigningCertificate>
<xades:Cert>
<xades:CertDigest>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
</ds:DigestMethod>
<ds:DigestValue>LETnT8c7gvZgp30oVt8/BLOJpeeA=
</ds:DigestValue>
</xades:CertDigest>
<xades:IssuerSerial>
<ds:X509IssuerName>EMAILADDRESS=an ops@company.com,
CN=anrc.hub.com, O="Hub, Inc.", L=Mountain View,
ST=California, C=US</ds:X509IssuerName>
<ds:X509SerialNumber>973905</ds:X509SerialNumber>
</xades:IssuerSerial>
</xades:Cert>
</xades:SigningCertificate>
<xades:SignaturePolicyIdentifier>
<xades:SignaturePolicyImplied>
</xades:SignaturePolicyImplied>
</xades:SignaturePolicyIdentifier>
</xades:SignedSignatureProperties>
</xades:SignedProperties>
</xades:QualifyingProperties>
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</ds:0bject>
</ds:Signature>
</cXML>
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